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• B. Les utopies d’Internet 
• C. La gouvernance problématique d’Internet
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(l’)Internet, (l’)internet, les internets
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Discussion 1 
La majuscule à Internet ?



• JO du 16 mars 1999 (France) - Vocabulaire de l’informatique et de l’internet 
• Florent Latrive - Libération - 3 septembre 2001 - La majuscule sied-elle au réseau? 
• Wired Staff - Wired - 16 août 2004 - It’s just internet now 
• The Chicago Manual of Style (17th edition) - 2016 
• The Associated Press Stylebook - 2016

Boris Beaude - STSLab - Université de Lausanne - 2022

Enjeux sociaux et politiques d’Internet

Discussion 1 
La majuscule à Internet ?

https://www.education.gouv.fr/bo/1999/14/encart.htm
https://www.liberation.fr/ecrans/2001/09/03/la-majuscule-sied-elle-au-reseau_375751
https://www.wired.com/2004/08/its-just-the-internet-now/


• Internet est un nom commun 
• Internet est une technologie comme une autre 
• Internet ne doit pas être réifié 
• Internet est devenu banal
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Internet & intranet
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Discussion 1 
La majuscule à Internet ?



Internet ? 
1. Internet, un dispositif technique
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Enjeux sociaux et politiques d’Internet

Internet 
• Un système d’adresse global (IP) 

➜ IP (Internet Protocol) 

• Un système de gestion de la transmission de paquets 
➜ TCP / UDP (Transmission Control Protocol / User Datagram Protocol) 

• Plus généralement, un ensemble de protocoles, du réseau aux applications, qui utilise IP et TCP / UDP 
➜ Suite des protocoles Internet

Boris Beaude - STSLab - Université de Lausanne - 2022



Enjeux sociaux et politiques d’Internet

Suite des protocoles Internet ou Suite TCP/IP 
• Référence à ses deux premiers protocole : TCP (Transfert Control Protocol) et IP (Internet Protocol)

• Vinton G. Cerf et Bob Kahn (DARPA - Defense Advanced Research Projects Agency)

• Inspiré des travaux de Donald Baran (Etats-Unis), Donald Davis (Royaume-Uni) et de Louis Pouzin (France)

• Commutation de paquets vs commutation de circuits

• Défini en 1973

• Adopté sur Arpanet en 1983

Commutation de circuits Commmutation de paquets

Connexion Oui Non

Usage Communication de la voix Communication de données

Flexibilité Inflexible. Le réseau est défini tout au long de la communication Flexible, le réseau s’adapte tout au long de la communication

Ordre Le message est transmis dans l’ordre Les paquets d’un message ne sont pas transmis dans l’ordre

Internet
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C Modèle OSI (Open Systems Interconnection) Modèle TCP/IP Modèle TCP/IP « pur » - RFC 1122
7 Application

Application Application6 Présentation
5 Session
4 Transport Transport Transport
3 Réseau Réseau Réseau
2 Liaison Liaison

Accès réseau
1 Physique Physique

Internet
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https://tools.ietf.org/html/rfc1122#page-8
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C Modèle TCP/IP « pur » Exemples de protocoles
7

Application HTTP, HTTPS, Gopher, SMTP, SNMP, FTP, Telnet, NFS, NNTP, 
DNS, SSH, IMAP, POP, SMTP, RIP...6

5
4 Transport TCP, UDP, SCTP
3 Réseau IP
2

Accès réseau Ethernet, Wi-Fi, Bluetooth, ZigBee,...
1

Principe de Robustesse de John Postel, l’un des principaux éditeurs des RFC, dans la RFC 1122


« Be liberal in what you accept, and conservative in what you send » :


• le protocole doit pouvoir gérer des transmissions qui ne sont pas strictement conforme


• les transmissions doivent respectivement strictement les recommandations

Internet
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https://fr.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://fr.wikipedia.org/wiki/HyperText_Transfer_Protocol_Secure
https://fr.wikipedia.org/wiki/Gopher
https://fr.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://fr.wikipedia.org/wiki/Simple_Network_Management_Protocol
https://fr.wikipedia.org/wiki/File_Transfer_Protocol
https://fr.wikipedia.org/wiki/Telnet
https://fr.wikipedia.org/wiki/Network_File_System
https://fr.wikipedia.org/wiki/NNTP
https://fr.wikipedia.org/wiki/Domain_Name_System
https://fr.wikipedia.org/wiki/Secure_Shell
https://fr.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://fr.wikipedia.org/wiki/Post_Office_Protocol
https://fr.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://fr.wikipedia.org/wiki/Routing_information_protocol
https://fr.wikipedia.org/wiki/Transmission_Control_Protocol
https://fr.wikipedia.org/wiki/User_datagram_protocol
https://fr.wikipedia.org/wiki/Stream_Control_Transmission_Protocol
https://fr.wikipedia.org/wiki/Internet_Protocol
https://fr.wikipedia.org/wiki/Ethernet
https://fr.wikipedia.org/wiki/Wi-Fi
https://fr.wikipedia.org/wiki/Bluetooth
https://fr.wikipedia.org/wiki/ZigBee
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en:User:Kbrose - 2008 - Prior Wikipedia artwork by en:User:Cburnett - CC BY-SA 3.0
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https://en.wikipedia.org/wiki/User:Kbrose
http://creativecommons.org/licenses/by-sa/3.0/
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Courtesy of Peter H. Salus, via Atlas of Cyberspace by Martin Dodge & Rob Kitchin,
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"Sigma 7" computer at UCLA's Network 
Measurement Center that Vint Cerf 
connected to ARPANET. University of Utah

Stanford Research Institute (S.R.I.), Menlo Park, Californie

University of California, Santa Barbara (UCSB)


University of California, Los Angeles, (U.C.L.A.)
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OpenStreetMap - 2021
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ARPANET en 1973 - Domaine public 
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ARPANET en 1974 - Yngvar - 207 - Domaine public 
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ARPANET - 1977 - The Computer History Museum - Domaine public
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Barrett Lyon, Opte Project, 2003, CC BY 2.5
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Paul Butler - décembre 2010  - Visualizing Friendships 
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Facebook - juillet 2017
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https://about.fb.com/news/2017/06/two-billion-people-coming-together-on-facebook/
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Internet

Web
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Internet

Transfert de 
fichiers 
FTP, SFTP

Courriel 
POP, IMAP, SMTP

Noms de 
domaines 

DNS

…

Usenet 
NNTP

…

…

…

…
…

Web
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The Web 
• Un système global d’identifiants uniques pour les ressources 

➜ URL (Uniform resource locator) 

• Un langage de publication 
➜ HTML (Hypertext Markup Language) 

• Un protocole de transfert 
➜ HTTP (HyperText Transfer Protocol)

Enjeux sociaux et politiques d’Internet

Tim Berners Lee, 1989, CERN, sur NeXT
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Le courriel 
• La messagerie électronique existait avant Internet. 

• 1971 - Ray Tomlinson - utilisateur@machine 
SNDMSG et READMAIL 

• Très utilisé sur ARPANET 

• Première adresse : tomlinson@bbn-tenexa. 

• BBN : Bolt, Beranek et Newmann, où travaille Ray Tomlinson, prestataire d’ARPANET. 

• Tenexa : Tenex, système d'exploitation utilisé 

• Évolution des protocoles (POP, SMTP, IMAP)
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DDN

1995, Internet Explorer

Internet

NSFNetCSNET

Arpanet

1981-1984, National Science Foundation (NSF) funded the Computer Science Network 
1974, Internet for internetwork in RFC 675 (TCP) 

1982, Standardization de TCP/IP

1989, RFC 1122 et premiers Internet Service Provider commerciaux
1985-1995, NSF funded the National Science Foundation Network 

1969, first connection SRI (Stanford Research Institute) programmer Bill Duvall, and UCLA student programmer Charley Kline

1990, fin officielle d’ARPANET

"Requiem of the ARPANET":[77] 


It was the first, and being first, was best, 
but now we lay it down to ever rest. 
Now pause with me a moment, shed some tears. 
For auld lang syne, for love, for years and years 
of faithful service, duty done, I weep. 
Lay down thy packet, now, O friend, and sleep. 


-Vinton Cerf 

1991, généralisation des ISP commerciaux

1989, invention du Web par Tim Berners Lee (CERN)
1990, premier site Internet (sur NeXT) 

1993, Mosaic, Marc Andreessen
1993, WWW officiellement libre d’usage

1994, Netscape

1996, Telecommunications Act (loi sur les télécommunications), maj. de 1934

1999, Ajax (Asynchronous JavaScript and XML)
2004, Web 2.0 (Tim O'Reilly and Dale Dougherty)

Cyclades
Concept

1983, passage de NCP à TCP/IP sur Arpanet

1973, premier réseau en commutation de paquets sur Cyclades

1995, fin de NSFNet et DDN (Defense Data Network)

Web 2.0Web

InternetInternet ?
1960 1970 1980 1990 2000 2010 2021

Boris Beaude, 2021, CC-BY
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https://en.wikipedia.org/wiki/RFC_(identifier)
https://tools.ietf.org/html/rfc675
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https://en.wikipedia.org/wiki/ARPANET#cite_note-Abbate-77
https://en.wikipedia.org/wiki/Auld_lang_syne
https://en.wiktionary.org/wiki/thy
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https://en.wikipedia.org/wiki/Marc_Andreessen
https://en.wikipedia.org/wiki/JavaScript
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Internet, Web, Web 2.0, Web ? 
• Internet : relation entre les machines 

• Web : relation entre les pages 

• Web 2.0 : interactivité - relation entre les individus ? 

• Web ? : relation entre les notions ? les objets ? objets différents de machines ? blockchain ?

Boris Beaude - STSLab - Université de Lausanne - 2022
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Atlas of Cyberspace, 2008 
Martin Dodge & Rob Kitchin - CC-BY-NC-ND

Computer History Museum - Timeline
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http://www.kitchin.org/atlas/index.html
https://www.computerhistory.org/timeline/networking-the-web/


Un bref historique de l’Internet, 1997 
Internet Society
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Brève histoire du Web, 2021 (maj) 
CERN

https://www.internetsociety.org/fr/internet/history-internet/brief-history-internet/
https://home.cern/fr/science/computing/birth-web/short-history-web


Journée 1 
Internet ? 
2. Internet, un espace politique
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PARTIES PRENANTES MULTIPLES
La société civile et les utilisa-
teurs Internet, le secteur privé, 
les organisations nationales 
et internationales, les gouverne-
ments, la recherche, les 
communautés académiques 
et techniques ont tous leur 
mot à dire concernant 
la gestion d'Internet.

DÉBAT OUVERT

Le processus formel 
et informel de discussions 
touchant aux politiques et 
aux propositions de normes 
selon un modèle pluripartite 
faisant appel à une variété 
de méthodes : en personne, 
par documents Internet, 
sur des forums publics, 
par la publication et bien 
d'autres encore.

Les politiques d'Internet sont les 
principes, les normes, les règles, 
les procédures de prise de 
décisions et les programmes 
partagés influençant l'évolution et 
l'utilisation d'Internet. Les normes 
Internet facilitent l'interopérabilité 
de systèmes sur Internet 
en définissant des protocoles, 
des formats de messages, 
des schémas et des langues.

POLITIQUES ET NORMES

Les opérations d'Internet couvrent 
tous les aspects matériels, 
logiciels et infrastructurels requis 
pour faire fonctionner Internet. 
Les services comprennent 
l'éducation, l'accès, la navigation 
Web, le commerce en ligne, 
les réseaux sociaux etc.

OPÉRATIONS ET SERVICES

1

2

3

4

Les opérations et les services soutie
nnent

l'interopérabilité mondiale d'Internet.

QUI DIRIGE INTERNET ? Internet est en soi un réseau d'ordinateurs répartis à l'échelle mondiale comprenant de nombreux réseaux autonomes volontairement interconnectés. De même, 
sa direction relève d'un réseau pluripartite décentralisé et international de groupes autonomes interconnectés provenant de la société civile, le secteur privé, 
les gouvernements, les communautés académiques et scientifiques ainsi que des organisations nationales et internationales. Ils travaillent en coopération selon 
leurs fonctions respectives pour créer des politiques et des normes partagées entretennant l'interopérabilité mondiale d'Internet pour le bien public.

GROUPES D'OPÉRATEURS 
DE RÉSEAUX INTERNET
Débattre des sujets concernant les opéra-
tions et la réglementation d'Internet et les 
influencer au sein de forums informels 
constitués de fournisseurs Internet (ISP), 
de points d'échange Internet (IXP) et autres.

A O V

ISO 3166 MA
INTERNATIONAL ORGANIZATION FOR 
STANDARDIZATION, MAINTENANCE 
AGENCY
Définit les noms et les codes postaux des 
pays, des territoires dépendants et des zones 
spéciales d'importance géographique.
www.iso.org/iso/country_codes.htm

S

ISOC
INTERNET SOCIETY
Assure le développement, l'évolution et 
l'utilisation ouverts d'Internet dans l'intérêt 
de tous de par le monde. L'ISOC présente 
actuellement plus de 90 chapitres dans près 
de 80 pays.
www.internetsociety.org

C E P V

W3C
WORLD WIDE WEB CONSORTIUM
Crée des normes pour le World Wide Web 
rendant possible une Plateforme web 
ouverte, en se concentrant sur les probléma-
tiques d'accessibilité, d'internationalisation 
et sur les solutions mobiles Web par exemple.
www.w3.org

S

RIRs
5 REGISTRES INTERNET RÉGIONAUX
Gère l'allocation et l'immatriculation de 
ressources numériques d'Internet telles que 
les adresses IP dans des régions 
géographiques du monde.
www.afrinic.net Afrique
www.apnic.net Asie-Pacifique
www.arin.net Canada et États-Unis
www.lacnic.net Amérique latine et Caraïbes
www.ripe.net Europe, Moyen-Orient et 

certaines parties d'Asie 
centrale

O P V

AUCUN INDIVIDU, PERSONNE, ENTREPRISE, ORGANISATION OU GOUVERNEMENT UNIQUE NE DIRIGE INTERNET.

LÉGENDE : PolitiquesP NormesSOpérationsO ServicesVÉducationE RechercheREngagement communautaireCConseilA

IRTF
INTERNET RESEARCH TASK FORCE
Encourage la recherche sur l'évolution 
d'Internet via la création de groupes 
de recherche spécialisés à long terme 
travaillant sur des sujets liés aux protocoles, 
aux applications, à l'architecture 
et à la technologie d'Internet.
www.irtf.org

R

GOUVERNEMENTS ET AGENCES 
INTERGOUVERNEMENTALES
Conçoivent des lois, des réglementations 
et des politiques applicables à Internet 
au sein de leurs juridictions ; participants 
à des forums multilatéraux et pluripartites 
régionaux et internationaux sur la gouver-
nance d'Internet.

C P

IAB
INTERNET ARCHITECTURE BOARD
Supervise le développement technique 
et d'ingénierie de l'IEFT et l'IRTF.
www.iab.org

A C P S R

ICANN
SOCIETE POUR L’ATTRIBUTION DES 
NOMS DE DOMAINE ET DES NUMEROS 
SUR INTERNET
Coordonne les systèmes d'identifiants 
uniques d'Internet : Adresses IP, registres 
protocole-paramètre, espace de domaines 
de premier niveau (zone racine DNS).
www.icann.org

C O P V

IETF
INTERNET ENGINEERING TASK FORCE
Conçoit et facilite une vaste gamme 
de normes Internet relatives notamment aux 
normes de la suite protocole d'Internet. Leurs 
documents techniques influencent la manière 
dont Internet est conçu, utilisé et administré.
www.ietf.org

C P S

IGF
FORUM SUR LA GOUVERNANCE D’INTERNET
Un forum ouvert pluripartite axé sur 
la discussion de problématiques liées 
à la gouvernance d'Internet.
www.intgovforum.org

A C P

INTERNET

LE PRINCIPE EN EST LE SUIVANT :QUI PARTICIPE : QUI PARTICIPE :

Ce graphique est un document vivant conçus pour o!rir une vue d'ensemble expliquant le fonctionnement d'Internet. Celui-ci n'a pas vocation à être exhaustif. N'hésitez-pas à faire part de tout commentaire sur www.xplanations.com/whorunstheinternet

les débats et la prise de décisions

Les politiques et les normes guident

ICANN, 2013

https://www.icann.org/resources/files/governance-2013-02-06-en
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PARTIES PRENANTES MULTIPLES
La société civile et les utilisa-
teurs Internet, le secteur privé, 
les organisations nationales 
et internationales, les gouverne-
ments, la recherche, les 
communautés académiques 
et techniques ont tous leur 
mot à dire concernant 
la gestion d'Internet.

DÉBAT OUVERT

Le processus formel 
et informel de discussions 
touchant aux politiques et 
aux propositions de normes 
selon un modèle pluripartite 
faisant appel à une variété 
de méthodes : en personne, 
par documents Internet, 
sur des forums publics, 
par la publication et bien 
d'autres encore.

Les politiques d'Internet sont les 
principes, les normes, les règles, 
les procédures de prise de 
décisions et les programmes 
partagés influençant l'évolution et 
l'utilisation d'Internet. Les normes 
Internet facilitent l'interopérabilité 
de systèmes sur Internet 
en définissant des protocoles, 
des formats de messages, 
des schémas et des langues.

POLITIQUES ET NORMES

Les opérations d'Internet couvrent 
tous les aspects matériels, 
logiciels et infrastructurels requis 
pour faire fonctionner Internet. 
Les services comprennent 
l'éducation, l'accès, la navigation 
Web, le commerce en ligne, 
les réseaux sociaux etc.

OPÉRATIONS ET SERVICES

1

2

3

4

Les opérations et les services soutie
nnent

l'interopérabilité mondiale d'Internet.

QUI DIRIGE INTERNET ? Internet est en soi un réseau d'ordinateurs répartis à l'échelle mondiale comprenant de nombreux réseaux autonomes volontairement interconnectés. De même, 
sa direction relève d'un réseau pluripartite décentralisé et international de groupes autonomes interconnectés provenant de la société civile, le secteur privé, 
les gouvernements, les communautés académiques et scientifiques ainsi que des organisations nationales et internationales. Ils travaillent en coopération selon 
leurs fonctions respectives pour créer des politiques et des normes partagées entretennant l'interopérabilité mondiale d'Internet pour le bien public.

GROUPES D'OPÉRATEURS 
DE RÉSEAUX INTERNET
Débattre des sujets concernant les opéra-
tions et la réglementation d'Internet et les 
influencer au sein de forums informels 
constitués de fournisseurs Internet (ISP), 
de points d'échange Internet (IXP) et autres.

A O V

ISO 3166 MA
INTERNATIONAL ORGANIZATION FOR 
STANDARDIZATION, MAINTENANCE 
AGENCY
Définit les noms et les codes postaux des 
pays, des territoires dépendants et des zones 
spéciales d'importance géographique.
www.iso.org/iso/country_codes.htm

S

ISOC
INTERNET SOCIETY
Assure le développement, l'évolution et 
l'utilisation ouverts d'Internet dans l'intérêt 
de tous de par le monde. L'ISOC présente 
actuellement plus de 90 chapitres dans près 
de 80 pays.
www.internetsociety.org

C E P V

W3C
WORLD WIDE WEB CONSORTIUM
Crée des normes pour le World Wide Web 
rendant possible une Plateforme web 
ouverte, en se concentrant sur les probléma-
tiques d'accessibilité, d'internationalisation 
et sur les solutions mobiles Web par exemple.
www.w3.org

S

RIRs
5 REGISTRES INTERNET RÉGIONAUX
Gère l'allocation et l'immatriculation de 
ressources numériques d'Internet telles que 
les adresses IP dans des régions 
géographiques du monde.
www.afrinic.net Afrique
www.apnic.net Asie-Pacifique
www.arin.net Canada et États-Unis
www.lacnic.net Amérique latine et Caraïbes
www.ripe.net Europe, Moyen-Orient et 

certaines parties d'Asie 
centrale

O P V

AUCUN INDIVIDU, PERSONNE, ENTREPRISE, ORGANISATION OU GOUVERNEMENT UNIQUE NE DIRIGE INTERNET.

LÉGENDE : PolitiquesP NormesSOpérationsO ServicesVÉducationE RechercheREngagement communautaireCConseilA

IRTF
INTERNET RESEARCH TASK FORCE
Encourage la recherche sur l'évolution 
d'Internet via la création de groupes 
de recherche spécialisés à long terme 
travaillant sur des sujets liés aux protocoles, 
aux applications, à l'architecture 
et à la technologie d'Internet.
www.irtf.org

R

GOUVERNEMENTS ET AGENCES 
INTERGOUVERNEMENTALES
Conçoivent des lois, des réglementations 
et des politiques applicables à Internet 
au sein de leurs juridictions ; participants 
à des forums multilatéraux et pluripartites 
régionaux et internationaux sur la gouver-
nance d'Internet.

C P
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Supervise le développement technique 
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SOCIETE POUR L’ATTRIBUTION DES 
NOMS DE DOMAINE ET DES NUMEROS 
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protocole-paramètre, espace de domaines 
de premier niveau (zone racine DNS).
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IETF
INTERNET ENGINEERING TASK FORCE
Conçoit et facilite une vaste gamme 
de normes Internet relatives notamment aux 
normes de la suite protocole d'Internet. Leurs 
documents techniques influencent la manière 
dont Internet est conçu, utilisé et administré.
www.ietf.org

C P S

IGF
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Un forum ouvert pluripartite axé sur 
la discussion de problématiques liées 
à la gouvernance d'Internet.
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Ce graphique est un document vivant conçus pour o!rir une vue d'ensemble expliquant le fonctionnement d'Internet. Celui-ci n'a pas vocation à être exhaustif. N'hésitez-pas à faire part de tout commentaire sur www.xplanations.com/whorunstheinternet
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ICCB (1979) -> IAB (1992) 
Internet Architecture Board 
Supervise l’IETF et l’IRTF

IETF (1986) 
Internet Engineering Task Force 

Standards de la Suite des protocoles Internet (RFC)

IRTF 
Internet Research Task Force 

Avenir du fonctionnement technique d’Internet

IANA (1988) -> ICANN (1998) 
Internet Corporation for Assigned Names and Numbers 
Adressage IP, Registres, TLD, DNS (root) IGF (2006) 

Internet Governance Forum 
Forum ouvert sur la gouvernance

GOV et Inter-GOV 
Gouvernements et organisations inter-gouvernementales 

Lois, régulations et politiques régionales et internationales

ISOC (1992) 
Internet Society (plus de 90 chapitres) 

Autorité morale et technique d’Internet

W3C (1994) 
World Wide Web Consortium 

Standards du World Wide Web

RIR 
Regional Internet Registries (5) 
Adressage IP et Registres régionaux

Afrique (AFRINIC)

Asie (APNIC)

Amérique du Nord (ARIN)

Amérique du latine (LACNIC)

Europe et l’Asie centrale (RIPE)
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A Declaration of the Independence of Cyberspace 

by John Perry Barlow 
Davos, Switzerland, February 8, 1996

Cofondateur de l’Electronic Frontier Foundation (EFF) en 1990
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A Declaration of the Independence of Cyberspace 

by John Perry Barlow 
Davos, Switzerland, February 8, 1996 

Governments of the Industrial World, you weary giants of flesh and steel, I 

come from Cyberspace, the new home of Mind. On behalf of the future, I ask 

you of the past to leave us alone. You are not welcome among us. You have no 

sovereignty where we gather. 

We have no elected government, nor are we likely to have one, so I address 

you with no greater authority than that with which liberty itself always 

speaks. I declare the global social space we are building to be naturally 

independent of the tyrannies you seek to impose on us. You have no moral 

right to rule us nor do you possess any methods of enforcement we have true 

reason to fear. 

Governments derive their just powers from the consent of the governed. You 
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A Declaration of the Independence of Cyberspace, by John Perry Barlow 
Recording of John Perry Barlow reading his "A Declaration of the Independence of Cyberspace" produced by Q Department for Department of Records. Video by IDEALOGUE, 2014.



A Declaration of the Independence of Cyberspace 
by John Perry Barlow 

Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are not welcome among us. You 
have no sovereignty where we gather. 
We have no elected government, nor are we likely to have one, so I address you with no greater authority than that with which liberty itself always speaks. I declare the global social space we are building to be naturally 
independent of the tyrannies you seek to impose on us. You have no moral right to rule us nor do you possess any methods of enforcement we have true reason to fear. 
Governments derive their just powers from the consent of the governed. You have neither solicited nor received ours. We did not invite you. You do not know us, nor do you know our world. Cyberspace does not lie within 
your borders. Do not think that you can build it, as though it were a public construction project. You cannot. It is an act of nature and it grows itself through our collective actions. 
You have not engaged in our great and gathering conversation, nor did you create the wealth of our marketplaces. You do not know our culture, our ethics, or the unwritten codes that already provide our society more 
order than could be obtained by any of your impositions. 
You claim there are problems among us that you need to solve. You use this claim as an excuse to invade our precincts. Many of these problems don't exist. Where there are real conflicts, where there are wrongs, we will 
identify them and address them by our means. We are forming our own Social Contract. This governance will arise according to the conditions of our world, not yours. Our world is different. 
Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the web of our communications. Ours is a world that is both everywhere and nowhere, but it is not where bodies live. 
We are creating a world that all may enter without privilege or prejudice accorded by race, economic power, military force, or station of birth. 
We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, without fear of being coerced into silence or conformity. 
Your legal concepts of property, expression, identity, movement, and context do not apply to us. They are all based on matter, and there is no matter here. 
Our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion. We believe that from ethics, enlightened self-interest, and the commonweal, our governance will emerge. Our identities may be 
distributed across many of your jurisdictions. The only law that all our constituent cultures would generally recognize is the Golden Rule. We hope we will be able to build our particular solutions on that basis. But we 
cannot accept the solutions you are attempting to impose. 
In the United States, you have today created a law, the Telecommunications Reform Act, which repudiates your own Constitution and insults the dreams of Jefferson, Washington, Mill, Madison, DeToqueville, and 
Brandeis. These dreams must now be born anew in us. 
You are terrified of your own children, since they are natives in a world where you will always be immigrants. Because you fear them, you entrust your bureaucracies with the parental responsibilities you are too 
cowardly to confront yourselves. In our world, all the sentiments and expressions of humanity, from the debasing to the angelic, are parts of a seamless whole, the global conversation of bits. We cannot separate the air 
that chokes from the air upon which wings beat. 
In China, Germany, France, Russia, Singapore, Italy and the United States, you are trying to ward off the virus of liberty by erecting guard posts at the frontiers of Cyberspace. These may keep out the contagion for a small 
time, but they will not work in a world that will soon be blanketed in bit-bearing media. 
Your increasingly obsolete information industries would perpetuate themselves by proposing laws, in America and elsewhere, that claim to own speech itself throughout the world. These laws would declare ideas to be 
another industrial product, no more noble than pig iron. In our world, whatever the human mind may create can be reproduced and distributed infinitely at no cost. The global conveyance of thought no longer requires 
your factories to accomplish. 
These increasingly hostile and colonial measures place us in the same position as those previous lovers of freedom and self-determination who had to reject the authorities of distant, uninformed powers. We must declare 
our virtual selves immune to your sovereignty, even as we continue to consent to your rule over our bodies. We will spread ourselves across the Planet so that no one can arrest our thoughts. 
We will create a civilization of the Mind in Cyberspace. May it be more humane and fair than the world your governments have made before. 

Davos, Switzerland 
February 8, 1996
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by John Perry Barlow 

Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are not welcome among us. You 
have no sovereignty where we gather. 
We have no elected government, nor are we likely to have one, so I address you with no greater authority than that with which liberty itself always speaks. I declare the global social space we are building to be naturally 
independent of the tyrannies you seek to impose on us. You have no moral right to rule us nor do you possess any methods of enforcement we have true reason to fear. 
Governments derive their just powers from the consent of the governed. You have neither solicited nor received ours. We did not invite you. You do not know us, nor do you know our world. Cyberspace does not lie within 
your borders. Do not think that you can build it, as though it were a public construction project. You cannot. It is an act of nature and it grows itself through our collective actions. 
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order than could be obtained by any of your impositions. 
You claim there are problems among us that you need to solve. You use this claim as an excuse to invade our precincts. Many of these problems don't exist. Where there are real conflicts, where there are wrongs, we will 
identify them and address them by our means. We are forming our own Social Contract. This governance will arise according to the conditions of our world, not yours. Our world is different. 
Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the web of our communications. Ours is a world that is both everywhere and nowhere, but it is not where bodies live. 
We are creating a world that all may enter without privilege or prejudice accorded by race, economic power, military force, or station of birth. 
We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, without fear of being coerced into silence or conformity. 
Your legal concepts of property, expression, identity, movement, and context do not apply to us. They are all based on matter, and there is no matter here. 
Our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion. We believe that from ethics, enlightened self-interest, and the commonweal, our governance will emerge. Our identities may be 
distributed across many of your jurisdictions. The only law that all our constituent cultures would generally recognize is the Golden Rule. We hope we will be able to build our particular solutions on that basis. But we 
cannot accept the solutions you are attempting to impose. 
In the United States, you have today created a law, the Telecommunications Reform Act, which repudiates your own Constitution and insults the dreams of Jefferson, Washington, Mill, Madison, De Toqueville, and 
Brandeis. These dreams must now be born anew in us. 
You are terrified of your own children, since they are natives in a world where you will always be immigrants. Because you fear them, you entrust your bureaucracies with the parental responsibilities you are too 
cowardly to confront yourselves. In our world, all the sentiments and expressions of humanity, from the debasing to the angelic, are parts of a seamless whole, the global conversation of bits. We cannot separate the air 
that chokes from the air upon which wings beat. 
In China, Germany, France, Russia, Singapore, Italy and the United States, you are trying to ward off the virus of liberty by erecting guard posts at the frontiers of Cyberspace. These may keep out the contagion for a small 
time, but they will not work in a world that will soon be blanketed in bit-bearing media. 
Your increasingly obsolete information industries would perpetuate themselves by proposing laws, in America and elsewhere, that claim to own speech itself throughout the world. These laws would declare ideas to be 
another industrial product, no more noble than pig iron. In our world, whatever the human mind may create can be reproduced and distributed infinitely at no cost. The global conveyance of thought no longer requires 
your factories to accomplish. 
These increasingly hostile and colonial measures place us in the same position as those previous lovers of freedom and self-determination who had to reject the authorities of distant, uninformed powers. We must declare 
our virtual selves immune to your sovereignty, even as we continue to consent to your rule over our bodies. We will spread ourselves across the Planet so that no one can arrest our thoughts. 
We will create a civilization of the Mind in Cyberspace. May it be more humane and fair than the world your governments have made before. 

Davos, Switzerland 
February 8, 1996
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A Declaration of the Independence of Cyberspace 
by John Perry Barlow 

Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new 
home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are not welcome among 
us. You have no sovereignty where we gather. 
We have no elected government, nor are we likely to have one, so I address you with no greater authority 
than that with which liberty itself always speaks. I declare the global social space we are building to be 
naturally independent of the tyrannies you seek to impose on us. You have no moral right to rule us nor do 
you possess any methods of enforcement we have true reason to fear. 
Governments derive their just powers from the consent of the governed. You have neither solicited nor 
received ours. We did not invite you. You do not know us, nor do you know our world. Cyberspace does not 
lie within your borders. Do not think that you can build it, as though it were a public construction project. 
You cannot. It is an act of nature and it grows itself through our collective actions. 
You have not engaged in our great and gathering conversation, nor did you create the wealth of our 
marketplaces. You do not know our culture, our ethics, or the unwritten codes that already provide our 
society more order than could be obtained by any of your impositions. 
You claim there are problems among us that you need to solve. You use this claim as an excuse to invade 
our precincts. Many of these problems don't exist. Where there are real conflicts, where there are wrongs, 
we will identify them and address them by our means. We are forming our own Social Contract. This 
governance will arise according to the conditions of our world, not yours. Our world is different. 
Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the 
web of our communications. Ours is a world that is both everywhere and nowhere, but it is not where 
bodies live. 
We are creating a world that all may enter without privilege or prejudice accorded by race, economic 
power, military force, or station of birth. 
We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, 
without fear of being coerced into silence or conformity. 
Your legal concepts of property, expression, identity, movement, and context do not apply to us. They are 
all based on matter, and there is no matter here. 
Our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion. We believe that 
from ethics, enlightened self-interest, and the commonweal, our governance will emerge. Our identities 
may be distributed across many of your jurisdictions. The only law that all our constituent cultures would 
generally recognize is the Golden Rule. We hope we will be able to build our particular solutions on that 
basis. But we cannot accept the solutions you are attempting to impose. 
In the United States, you have today created a law, the Telecommunications Reform Act, which repudiates 
your own Constitution and insults the dreams of Jefferson, Washington, Mill, Madison, De Toqueville, and 
Brandeis. These dreams must now be born anew in us. 
You are terrified of your own children, since they are natives in a world where you will always be 
immigrants. Because you fear them, you entrust your bureaucracies with the parental responsibilities you 
are too cowardly to confront yourselves. In our world, all the sentiments and expressions of humanity, 
from the debasing to the angelic, are parts of a seamless whole, the global conversation of bits. We cannot 
separate the air that chokes from the air upon which wings beat. 
In China, Germany, France, Russia, Singapore, Italy and the United States, you are trying to ward off the 
virus of liberty by erecting guard posts at the frontiers of Cyberspace. These may keep out the contagion for 
a small time, but they will not work in a world that will soon be blanketed in bit-bearing media. 
Your increasingly obsolete information industries would perpetuate themselves by proposing laws, in 
America and elsewhere, that claim to own speech itself throughout the world. These laws would declare 
ideas to be another industrial product, no more noble than pig iron. In our world, whatever the human 
mind may create can be reproduced and distributed infinitely at no cost. The global conveyance of thought 
no longer requires your factories to accomplish. 
These increasingly hostile and colonial measures place us in the same position as those previous lovers of 
freedom and self-determination who had to reject the authorities of distant, uninformed powers. We must 
declare our virtual selves immune to your sovereignty, even as we continue to consent to your rule over 
our bodies. We will spread ourselves across the Planet so that no one can arrest our thoughts. 
We will create a civilization of the Mind in Cyberspace. May it be more humane and fair than the world 
your governments have made before. 

Davos, Switzerland 
February 8, 1996 
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You have not engaged in our great and gathering conversation, nor did you create the wealth of our 
marketplaces. You do not know our culture, our ethics, or the unwritten codes that already provide our 
society more order than could be obtained by any of your impositions. 
You claim there are problems among us that you need to solve. You use this claim as an excuse to invade 
our precincts. Many of these problems don't exist. Where there are real conflicts, where there are wrongs, 
we will identify them and address them by our means. We are forming our own Social Contract. This 
governance will arise according to the conditions of our world, not yours. Our world is different. 
Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the 
web of our communications. Ours is a world that is both everywhere and nowhere, but it is not where 
bodies live. 
We are creating a world that all may enter without privilege or prejudice accorded by race, economic 
power, military force, or station of birth. 
We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, 
without fear of being coerced into silence or conformity. 
Your legal concepts of property, expression, identity, movement, and context do not apply to us. They are 
all based on matter, and there is no matter here. 
Our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion. We believe that 
from ethics, enlightened self-interest, and the commonweal, our governance will emerge. Our identities 
may be distributed across many of your jurisdictions. The only law that all our constituent cultures would 
generally recognize is the Golden Rule. We hope we will be able to build our particular solutions on that 
basis. But we cannot accept the solutions you are attempting to impose. 
In the United States, you have today created a law, the Telecommunications Reform Act, which repudiates 
your own Constitution and insults the dreams of Jefferson, Washington, Mill, Madison, DeToqueville, and 
Brandeis. These dreams must now be born anew in us. 
You are terrified of your own children, since they are natives in a world where you will always be 
immigrants. Because you fear them, you entrust your bureaucracies with the parental responsibilities you 
are too cowardly to confront yourselves. In our world, all the sentiments and expressions of humanity, 
from the debasing to the angelic, are parts of a seamless whole, the global conversation of bits. We cannot 
separate the air that chokes from the air upon which wings beat. 
In China, Germany, France, Russia, Singapore, Italy and the United States, you are trying to ward off the 
virus of liberty by erecting guard posts at the frontiers of Cyberspace. These may keep out the contagion for 
a small time, but they will not work in a world that will soon be blanketed in bit-bearing media. 
Your increasingly obsolete information industries would perpetuate themselves by proposing laws, in 
America and elsewhere, that claim to own speech itself throughout the world. These laws would declare 
ideas to be another industrial product, no more noble than pig iron. In our world, whatever the human 
mind may create can be reproduced and distributed infinitely at no cost. The global conveyance of thought 
no longer requires your factories to accomplish. 
These increasingly hostile and colonial measures place us in the same position as those previous lovers of 
freedom and self-determination who had to reject the authorities of distant, uninformed powers. We must 
declare our virtual selves immune to your sovereignty, even as we continue to consent to your rule over 
our bodies. We will spread ourselves across the Planet so that no one can arrest our thoughts. 
We will create a civilization of the Mind in Cyberspace. May it be more humane and fair than the world 
your governments have made before. 

Davos, Switzerland 
February 8, 1996 
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A Declaration of the Independence of Cyberspace 
by John Perry Barlow 

Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us 
alone. You are not welcome among us. You have no sovereignty where we gather. 
We have no elected government, nor are we likely to have one, so I address you with no greater authority than that with which liberty itself always speaks. I declare the global 
social space we are building to be naturally independent of the tyrannies you seek to impose on us. You have no moral right to rule us nor do you possess any methods of 
enforcement we have true reason to fear. 
Governments derive their just powers from the consent of the governed. You have neither solicited nor received ours. We did not invite you. You do not know us, nor do you know 
our world. Cyberspace does not lie within your borders. Do not think that you can build it, as though it were a public construction project. You cannot. It is an act of nature and it 
grows itself through our collective actions. 
You have not engaged in our great and gathering conversation, nor did you create the wealth of our marketplaces. You do not know our culture, our ethics, or the unwritten codes 
that already provide our society more order than could be obtained by any of your impositions. 
You claim there are problems among us that you need to solve. You use this claim as an excuse to invade our precincts. Many of these problems don't exist. Where there are real 
conflicts, where there are wrongs, we will identify them and address them by our means. We are forming our own Social Contract. This governance will arise according to the 
conditions of our world, not yours. Our world is different. 
Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the web of our communications. Ours is a world that is both everywhere and 
nowhere, but it is not where bodies live. 
We are creating a world that all may enter without privilege or prejudice accorded by race, economic power, military force, or station of birth. 
We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, without fear of being coerced into silence or conformity. 
Your legal concepts of property, expression, identity, movement, and context do not apply to us. They are all based on matter, and there is no matter here. 
Our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion. We believe that from ethics, enlightened self-interest, and the commonweal, our 
governance will emerge. Our identities may be distributed across many of your jurisdictions. The only law that all our constituent cultures would generally recognize is the 
Golden Rule. We hope we will be able to build our particular solutions on that basis. But we cannot accept the solutions you are attempting to impose. 
In the United States, you have today created a law, the Telecommunications Reform Act, which repudiates your own Constitution and insults the dreams of Jefferson, Washington, 
Mill, Madison, DeToqueville, and Brandeis. These dreams must now be born anew in us. 
You are terrified of your own children, since they are natives in a world where you will always be immigrants. Because you fear them, you entrust your bureaucracies with the 
parental responsibilities you are too cowardly to confront yourselves. In our world, all the sentiments and expressions of humanity, from the debasing to the angelic, are parts of a 
seamless whole, the global conversation of bits. We cannot separate the air that chokes from the air upon which wings beat. 
In China, Germany, France, Russia, Singapore, Italy and the United States, you are trying to ward off the virus of liberty by erecting guard posts at the frontiers of Cyberspace. 
These may keep out the contagion for a small time, but they will not work in a world that will soon be blanketed in bit-bearing media. 
Your increasingly obsolete information industries would perpetuate themselves by proposing laws, in America and elsewhere, that claim to own speech itself throughout the 
world. These laws would declare ideas to be another industrial product, no more noble than pig iron. In our world, whatever the human mind may create can be reproduced and 
distributed infinitely at no cost. The global conveyance of thought no longer requires your factories to accomplish. 
These increasingly hostile and colonial measures place us in the same position as those previous lovers of freedom and self-determination who had to reject the authorities of 
distant, uninformed powers. We must declare our virtual selves immune to your sovereignty, even as we continue to consent to your rule over our bodies. We will spread 
ourselves across the Planet so that no one can arrest our thoughts. 
We will create a civilization of the Mind in Cyberspace. May it be more humane and fair than the world your governments have made before. 

Davos, Switzerland 
February 8, 1996 

Governments of the Industrial World,

you weary giants of flesh and steel,

I come from Cyberspace,

the new home of Mind.

On behalf of the future,

I ask you of the past to leave us alone.

You are not welcome among us.

You have no sovereignty where we gather.

Cyberspace does not lie within your borders.

We are creating a world where anyone, anywhere may express his or her 
beliefs, no matter how singular, without fear of being coerced into silence or 
conformity.
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A Declaration of the Independence of Cyberspace 
by John Perry Barlow 

Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us 
alone. You are not welcome among us. You have no sovereignty where we gather. 
We have no elected government, nor are we likely to have one, so I address you with no greater authority than that with which liberty itself always speaks. I declare the global 
social space we are building to be naturally independent of the tyrannies you seek to impose on us. You have no moral right to rule us nor do you possess any methods of 
enforcement we have true reason to fear. 
Governments derive their just powers from the consent of the governed. You have neither solicited nor received ours. We did not invite you. You do not know us, nor do you know 
our world. Cyberspace does not lie within your borders. Do not think that you can build it, as though it were a public construction project. You cannot. It is an act of nature and it 
grows itself through our collective actions. 
You have not engaged in our great and gathering conversation, nor did you create the wealth of our marketplaces. You do not know our culture, our ethics, or the unwritten codes 
that already provide our society more order than could be obtained by any of your impositions. 
You claim there are problems among us that you need to solve. You use this claim as an excuse to invade our precincts. Many of these problems don't exist. Where there are real 
conflicts, where there are wrongs, we will identify them and address them by our means. We are forming our own Social Contract. This governance will arise according to the 
conditions of our world, not yours. Our world is different. 
Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the web of our communications. Ours is a world that is both everywhere and 
nowhere, but it is not where bodies live. 
We are creating a world that all may enter without privilege or prejudice accorded by race, economic power, military force, or station of birth. 
We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, without fear of being coerced into silence or conformity. 
Your legal concepts of property, expression, identity, movement, and context do not apply to us. They are all based on matter, and there is no matter here. 
Our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion. We believe that from ethics, enlightened self-interest, and the commonweal, our 
governance will emerge. Our identities may be distributed across many of your jurisdictions. The only law that all our constituent cultures would generally recognize is the 
Golden Rule. We hope we will be able to build our particular solutions on that basis. But we cannot accept the solutions you are attempting to impose. 
In the United States, you have today created a law, the Telecommunications Reform Act, which repudiates your own Constitution and insults the dreams of Jefferson, Washington, 
Mill, Madison, DeToqueville, and Brandeis. These dreams must now be born anew in us. 
You are terrified of your own children, since they are natives in a world where you will always be immigrants. Because you fear them, you entrust your bureaucracies with the 
parental responsibilities you are too cowardly to confront yourselves. In our world, all the sentiments and expressions of humanity, from the debasing to the angelic, are parts of a 
seamless whole, the global conversation of bits. We cannot separate the air that chokes from the air upon which wings beat. 
In China, Germany, France, Russia, Singapore, Italy and the United States, you are trying to ward off the virus of liberty by erecting guard posts at the frontiers of Cyberspace. 
These may keep out the contagion for a small time, but they will not work in a world that will soon be blanketed in bit-bearing media. 
Your increasingly obsolete information industries would perpetuate themselves by proposing laws, in America and elsewhere, that claim to own speech itself throughout the 
world. These laws would declare ideas to be another industrial product, no more noble than pig iron. In our world, whatever the human mind may create can be reproduced and 
distributed infinitely at no cost. The global conveyance of thought no longer requires your factories to accomplish. 
These increasingly hostile and colonial measures place us in the same position as those previous lovers of freedom and self-determination who had to reject the authorities of 
distant, uninformed powers. We must declare our virtual selves immune to your sovereignty, even as we continue to consent to your rule over our bodies. We will spread 
ourselves across the Planet so that no one can arrest our thoughts. 
We will create a civilization of the Mind in Cyberspace. May it be more humane and fair than the world your governments have made before. 

Davos, Switzerland 
February 8, 1996 

Your legal concepts of property, expression, identity, movement, and context do 
not apply to us. They are all based on matter, and there is no matter here.

Our identities may be distributed across many of your jurisdictions.

The only law that all our constituent cultures would generally recognize is the 
Golden Rule.

In the United States, you have today created a law, the Telecommunications 
Reform Act, which repudiates your own Constitution.

You are terrified of your own children, since they are natives in a world where 
you will always be immigrants.

In our world, whatever the human mind may create can be reproduced and 
distributed infinitely at no cost.

Even as we continue to consent to your rule over our bodies. We will spread 
ourselves across the Planet so that no one can arrest our thoughts.
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A Declaration of the Independence of Cyberspace 

by John Perry Barlow 
Davos, Switzerland, February 8, 1996

Cofondateur de l’Electronic Frontier Foundation (EFF) en 1990

‘Your legal concepts of property, 
expression, identity, movement, and 
context do not apply to us. They are 
all based on matter, and there is no 
matter here.

Our identities may be distributed 
across many of your jurisdictions.

The only law that all our constituent 
cultures would generally recognize is 
the Golden Rule’.
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A Declaration of the Independence of Cyberspace 
by John Perry Barlow 

Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are not welcome among us. You 
have no sovereignty where we gather. 
We have no elected government, nor are we likely to have one, so I address you with no greater authority than that with which liberty itself always speaks. I declare the global social space we are building to be naturally 
independent of the tyrannies you seek to impose on us. You have no moral right to rule us nor do you possess any methods of enforcement we have true reason to fear. 
Governments derive their just powers from the consent of the governed. You have neither solicited nor received ours. We did not invite you. You do not know us, nor do you know our world. Cyberspace does not lie within 
your borders. Do not think that you can build it, as though it were a public construction project. You cannot. It is an act of nature and it grows itself through our collective actions. 
You have not engaged in our great and gathering conversation, nor did you create the wealth of our marketplaces. You do not know our culture, our ethics, or the unwritten codes that already provide our society more 
order than could be obtained by any of your impositions. 
You claim there are problems among us that you need to solve. You use this claim as an excuse to invade our precincts. Many of these problems don't exist. Where there are real conflicts, where there are wrongs, we will 
identify them and address them by our means. We are forming our own Social Contract. This governance will arise according to the conditions of our world, not yours. Our world is different. 
Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the web of our communications. Ours is a world that is both everywhere and nowhere, but it is not where bodies live. 
We are creating a world that all may enter without privilege or prejudice accorded by race, economic power, military force, or station of birth. 
We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, without fear of being coerced into silence or conformity. 
Your legal concepts of property, expression, identity, movement, and context do not apply to us. They are all based on matter, and there is no matter here. 
Our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion. We believe that from ethics, enlightened self-interest, and the commonweal, our governance will emerge. Our identities may be 
distributed across many of your jurisdictions. The only law that all our constituent cultures would generally recognize is the Golden Rule. We hope we will be able to build our particular solutions on that basis. But we 
cannot accept the solutions you are attempting to impose. 
In the United States, you have today created a law, the Telecommunications Reform Act, which repudiates your own Constitution and insults the dreams of Jefferson, Washington, Mill, Madison, De Toqueville, and 
Brandeis. These dreams must now be born anew in us. 
You are terrified of your own children, since they are natives in a world where you will always be immigrants. Because you fear them, you entrust your bureaucracies with the parental responsibilities you are too 
cowardly to confront yourselves. In our world, all the sentiments and expressions of humanity, from the debasing to the angelic, are parts of a seamless whole, the global conversation of bits. We cannot separate the air 
that chokes from the air upon which wings beat. 
In China, Germany, France, Russia, Singapore, Italy and the United States, you are trying to ward off the virus of liberty by erecting guard posts at the frontiers of Cyberspace. These may keep out the contagion for a small 
time, but they will not work in a world that will soon be blanketed in bit-bearing media. 
Your increasingly obsolete information industries would perpetuate themselves by proposing laws, in America and elsewhere, that claim to own speech itself throughout the world. These laws would declare ideas to be 
another industrial product, no more noble than pig iron. In our world, whatever the human mind may create can be reproduced and distributed infinitely at no cost. The global conveyance of thought no longer requires 
your factories to accomplish. 
These increasingly hostile and colonial measures place us in the same position as those previous lovers of freedom and self-determination who had to reject the authorities of distant, uninformed powers. We must declare 
our virtual selves immune to your sovereignty, even as we continue to consent to your rule over our bodies. We will spread ourselves across the Planet so that no one can arrest our thoughts. 
We will create a civilization of the Mind in Cyberspace. May it be more humane and fair than the world your governments have made before. 

Davos, Switzerland 
February 8, 1996
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Code is Law 

by Laurence Lessig 
Harvard Magazine, January 1, 2000
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To push the antigovernment button is not to teleport us to Eden.

When the interests of government are gone, other interests take their place.

Do we know what those interests are?

The law of cyberspace will be how cyberspace codes it.
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Code is Law 

by Lawrence Lessig 
Harvard Magazine, January 1, 2000 

Every age has its potential regulator, its threat to liberty. Our founders feared a newly empowered federal government; the 
Constitution is written against that fear. John Stuart Mill worried about the regulation by social norms in nineteenth-century 
England; his book On Liberty is written against that regulation. Many of the progressives in the twentieth century worried 
about the injustices of the market. The reforms of the market, and the safety nets that surround it, were erected in response. 

Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea 
that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see 
the threat to liberty that this regulation presents. 

This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on 
which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It 
determines whether access to information is general or whether information is zoned. It affects who sees what, or what is 
monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of 
cyberspace regulates. 

This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will 
change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place 
that makes anonymity harder, speech less free, and individual control the province of individual experts only. 

My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how 
cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in 
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Code is Law. On Liberty in Cyberspace. 
by Lawrence Lessig 

Every age has its potential regulator, its threat to liberty. Our founders feared a newly empowered federal government; the Constitution is written against that fear. John Stuart Mill worried about the regulation by social norms in nineteenth-century England; his book On Liberty is written against that regulation. Many of the 
progressives in the twentieth century worried about the injustices of the market. The reforms of the market, and the safety nets that surround it, were erected in response.
Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see the threat to liberty that this regulation presents.
This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It determines whether access to information is general or whether 
information is zoned. It affects who sees what, or what is monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of cyberspace regulates.
This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place that makes anonymity harder, speech less free, and individual control 
the province of individual experts only.
My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in cyberspace--code--will displace them.

THE REGULATIONS OF CODE
The basic code of the Internet implements a set of protocols called TCP/IP. These protocols enable the exchange of data among interconnected networks. This exchange occurs without the networks knowing the content of the data, or without any true idea of who in real life the sender of a given bit of data is. This code is 
neutral about the data, and ignorant about the user.
These features of TCP/IP have consequences for the "regulability" of behavior on the Internet. They make regulating behavior difficult. To the extent that it is hard to identify who people are, it is harder to trace behavior back to a particular individual. And to the extent it is hard to identify what kind of data is being sent, it is 
harder to regulate the use of particular kinds of data. These architectural features of the Internet mean that governments are relatively disabled in their ability to regulate behavior on the Net.
In some contexts, for some, this unregulability is a virtue. This feature of the Net, for example, protects free speech. It codes a First Amendment into the architecture of cyberspace, because it makes it relatively hard for governments, or powerful institutions, to control who says what when. Information from Bosnia or East 
Timor can flow freely to the world because the Net makes it hard for governments in those countries to control how information flows. The Net makes it hard because its architecture makes it hard.
But in other contexts, in the view of others, this unregulability is not a virtue--take the German government confronted by Nazi speech, for example, or the U.S. government faced with child pornography. In these contexts, the architecture disables regulation as well. But in these contexts, unregulability is viewed as a vice.
And not just with Nazi speech and child porn. The most important contexts of regulation in the future will affect Internet commerce: where the architecture does not enable secure transactions; where it makes it very easy to hide the source of interference; where it facilitates the distribution of illegal copies of software and 
music. In these contexts, commerce at least will not view unregulability as a virtue; unregulability here will interfere with the ability of commerce to flourish.
So what can be done?
There are many who think that nothing can be done: that the unregulability of the Internet is fixed; that there is nothing we can do to change it; that it will, so long as it is the Internet, remain unregulable space. That its "nature" makes it so.
But no thought is more dangerous to the future of liberty in cyberspace than this faith in freedom guaranteed by the code. For the code is not fixed. The architecture of cyberspace is not given. Unregulability is a function of code, but the code can change. Other architectures can be layered onto the basic TCP/IP protocols, 
and these other architectures can make behavior on the Net fundamentally regulable. Commerce is building these other architectures; the government can help; the two together can transform the character of the Net. They can and they are.

OTHER ARCHITECTURES
What makes the net unregulable is that it is hard to tell who someone is, and hard to know the character of the content being delivered. Both of these features are now changing. Architectures for facilitating identification--or, more generally, for certifying facts about the user (that he is over 18; that he is a he; that he is an 
American; that he is a lawyer)--are emerging. Architectures for rating content (porn, hate speech, violent speech, political speech) have been described and are being implemented. Each is being developed without the mandate of government, and the two together could facilitate an extraordinary degree of control over 
behavior on the Net. The two together, that is, could flip the unregulability of the Net.
Could--depending upon how they are designed. Architectures are not binary. There is not simply a choice about implementing an identification architecture, or a rating architecture, or not. What the architecture enables, and how it limits its control, are choices. And depending upon these choices, much more than 
regulability will be at stake.
Consider identification, or certification, architectures first. We have many certification architectures in real space. The driver's license is a simple example. When the police stop you and demand your license, they are asking for a certain certification that you are licensed to drive. That certification includes your name, your 
sex, your age, where you live. It must include all that because there is no other simple way to link the license to the person. You must give up all these facts about yourself to certify that in fact you are the proper holder of the license.
But certification in cyberspace could be much more narrowly tailored. If a site required that only adults enter, you could--using certification technologies--certify that you were an adult, without also revealing who you were or where you came from. The technology could make it possible to selectively certify facts about you, 
while withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace even if it can't in real space.
Could--depending upon how it was designed. But there is no necessity that it will develop like this. There are other architectures developing--we could call them "one-card-shows all." In these architectures, there is no simple way to limit what gets revealed by a certificate. If a certificate holds your name, address, age, 
citizenship, and whether you are a lawyer, and if you need to certify that you are a lawyer, this architecture would certify not only that you are a lawyer--but also all the other facts about you that the certificate holds. Under this architecture, more is better. Nothing enables the individual to steer for less.
The difference between these designs is that one enables privacy in a way that the other does not. One codes privacy into an identification architecture by giving the user a simple choice about how much is revealed; the other is oblivious to that value.
Thus whether the certification architecture that emerges protects privacy depends upon the choices of those who code. Their choices depend upon the incentives they face. If protecting privacy is not an incentive--if the market has not sufficiently demanded it and if law has not, either--then this code will not provide it.
The example about identification is just one among many. Consider another, involving information privacy. RealJukebox is a technology for copying music from a CD to a computer, as well as for downloading music from the Net to store on a computer's hard drive. In October it was revealed that the system was a bit 
nosy--that it snooped the hard disk of the user and reported back to the company what it found. It did this secretly, of course; RealNetworks didn't tell anyone its product was collecting and reporting personal data. It just did. When this snooping was discovered, the company at first defended the practice (saying no data 
about individuals were actually stored). But it quickly came to its senses, and promised not to collect such data.
This "problem" is caused, again, by the architecture. You can't easily tell in cyberspace who's snooping what. And while the problem might be corrected by an architecture (a technology called P3P would help), here's a case where law would do well. If these data were deemed the property of the individual, then taking 
them without express permission would be theft.
In these contexts, and others, architectures will enable values from our tradition--or not. In each, there will be decisions about how best to build out the Internet's architecture consistent with those values, and how to integrate those architectures with law. The choice about code and law will be a choice about values.

MAKING CHOICES ABOUT VALUES
So should we have a role in choosing this code, if this code will choose our values? Should we care about how values emerge here?
In another time, this would have been an odd question. Self-government is all about tracking and modifying influences that affect fundamental values--or, as I described them at the start, regulations that affect liberty. In another time we would have said, "Obviously we should care. Obviously we should have a role."
But we live in an era fundamentally skeptical about self-government. Our age is obsessed with leaving things alone. Let the Internet develop as the coders would develop it, the common view has it. Keep government out.
This is an understandable view, given the character of our government's regulation. Given its flaws, it no doubt seems best simply to keep government away. But this is an indulgence that is dangerous at any time. It is particularly dangerous now.
Our choice is not between "regulation" and "no regulation." The code regulates. It implements values, or not. It enables freedoms, or disables them. It protects privacy, or promotes monitoring. People choose how the code does these things. People write the code. Thus the choice is not whether people will decide how 
cyberspace regulates. People--coders--will. The only choice is whether we collectively will have a role in their choice--and thus in determining how these values regulate--or whether collectively we will allow the coders to select our values for us.
For here's the obvious point: when government steps aside, it's not as if nothing takes its place. It's not as if private interests have no interests; as if private interests don't have ends that they will then pursue. To push the antigovernment button is not to teleport us to Eden. When the interests of government are gone, 
other interests take their place. Do we know what those interests are? And are we so certain they are anything better?
Our first response should be hesitation. It is proper to let the market develop first. But as the Constitution checks and limits what Congress does, so too should constitutional values check and limit what a market does. We should test both the laws of Congress and the product of a market against these values. We should 
interrogate the architecture of cyberspace as we interrogate the code of Congress.
Unless we do, or unless we learn how, the relevance of our constitutional tradition will fade. The importance of our commitment to fundamental values, through a self-consciously enacted constitution, will fade. We will miss the threat that this age presents to the liberties and values that we have inherited. The law of 
cyberspace will be how cyberspace codes it, but we will have lost our role in setting that law.
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Code is Law. On Liberty in Cyberspace. 
by Lawrence Lessig 

Every age has its potential regulator, its threat to liberty. Our founders feared a newly empowered federal government; the Constitution is written against that fear. John Stuart Mill worried about the regulation by social norms in nineteenth-century England; his book On Liberty is written against that regulation. Many of the 
progressives in the twentieth century worried about the injustices of the market. The reforms of the market, and the safety nets that surround it, were erected in response.
Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see the threat to liberty that this regulation presents.
This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It determines whether access to information is general or whether 
information is zoned. It affects who sees what, or what is monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of cyberspace regulates.
This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place that makes anonymity harder, speech less free, and individual control 
the province of individual experts only.
My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in cyberspace--code--will displace them.

THE REGULATIONS OF CODE
The basic code of the Internet implements a set of protocols called TCP/IP. These protocols enable the exchange of data among interconnected networks. This exchange occurs without the networks knowing the content of the data, or without any true idea of who in real life the sender of a given bit of data is. This code is 
neutral about the data, and ignorant about the user.
These features of TCP/IP have consequences for the "regulability" of behavior on the Internet. They make regulating behavior difficult. To the extent that it is hard to identify who people are, it is harder to trace behavior back to a particular individual. And to the extent it is hard to identify what kind of data is being sent, it is 
harder to regulate the use of particular kinds of data. These architectural features of the Internet mean that governments are relatively disabled in their ability to regulate behavior on the Net.
In some contexts, for some, this unregulability is a virtue. This feature of the Net, for example, protects free speech. It codes a First Amendment into the architecture of cyberspace, because it makes it relatively hard for governments, or powerful institutions, to control who says what when. Information from Bosnia or East 
Timor can flow freely to the world because the Net makes it hard for governments in those countries to control how information flows. The Net makes it hard because its architecture makes it hard.
But in other contexts, in the view of others, this unregulability is not a virtue--take the German government confronted by Nazi speech, for example, or the U.S. government faced with child pornography. In these contexts, the architecture disables regulation as well. But in these contexts, unregulability is viewed as a vice.
And not just with Nazi speech and child porn. The most important contexts of regulation in the future will affect Internet commerce: where the architecture does not enable secure transactions; where it makes it very easy to hide the source of interference; where it facilitates the distribution of illegal copies of software and 
music. In these contexts, commerce at least will not view unregulability as a virtue; unregulability here will interfere with the ability of commerce to flourish.
So what can be done?
There are many who think that nothing can be done: that the unregulability of the Internet is fixed; that there is nothing we can do to change it; that it will, so long as it is the Internet, remain unregulable space. That its "nature" makes it so.
But no thought is more dangerous to the future of liberty in cyberspace than this faith in freedom guaranteed by the code. For the code is not fixed. The architecture of cyberspace is not given. Unregulability is a function of code, but the code can change. Other architectures can be layered onto the basic TCP/IP protocols, 
and these other architectures can make behavior on the Net fundamentally regulable. Commerce is building these other architectures; the government can help; the two together can transform the character of the Net. They can and they are.

OTHER ARCHITECTURES
What makes the net unregulable is that it is hard to tell who someone is, and hard to know the character of the content being delivered. Both of these features are now changing. Architectures for facilitating identification--or, more generally, for certifying facts about the user (that he is over 18; that he is a he; that he is an 
American; that he is a lawyer)--are emerging. Architectures for rating content (porn, hate speech, violent speech, political speech) have been described and are being implemented. Each is being developed without the mandate of government, and the two together could facilitate an extraordinary degree of control over 
behavior on the Net. The two together, that is, could flip the unregulability of the Net.
Could--depending upon how they are designed. Architectures are not binary. There is not simply a choice about implementing an identification architecture, or a rating architecture, or not. What the architecture enables, and how it limits its control, are choices. And depending upon these choices, much more than 
regulability will be at stake.
Consider identification, or certification, architectures first. We have many certification architectures in real space. The driver's license is a simple example. When the police stop you and demand your license, they are asking for a certain certification that you are licensed to drive. That certification includes your name, your 
sex, your age, where you live. It must include all that because there is no other simple way to link the license to the person. You must give up all these facts about yourself to certify that in fact you are the proper holder of the license.
But certification in cyberspace could be much more narrowly tailored. If a site required that only adults enter, you could--using certification technologies--certify that you were an adult, without also revealing who you were or where you came from. The technology could make it possible to selectively certify facts about you, 
while withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace even if it can't in real space.
Could--depending upon how it was designed. But there is no necessity that it will develop like this. There are other architectures developing--we could call them "one-card-shows all." In these architectures, there is no simple way to limit what gets revealed by a certificate. If a certificate holds your name, address, age, 
citizenship, and whether you are a lawyer, and if you need to certify that you are a lawyer, this architecture would certify not only that you are a lawyer--but also all the other facts about you that the certificate holds. Under this architecture, more is better. Nothing enables the individual to steer for less.
The difference between these designs is that one enables privacy in a way that the other does not. One codes privacy into an identification architecture by giving the user a simple choice about how much is revealed; the other is oblivious to that value.
Thus whether the certification architecture that emerges protects privacy depends upon the choices of those who code. Their choices depend upon the incentives they face. If protecting privacy is not an incentive--if the market has not sufficiently demanded it and if law has not, either--then this code will not provide it.
The example about identification is just one among many. Consider another, involving information privacy. RealJukebox is a technology for copying music from a CD to a computer, as well as for downloading music from the Net to store on a computer's hard drive. In October it was revealed that the system was a bit 
nosy--that it snooped the hard disk of the user and reported back to the company what it found. It did this secretly, of course; RealNetworks didn't tell anyone its product was collecting and reporting personal data. It just did. When this snooping was discovered, the company at first defended the practice (saying no data 
about individuals were actually stored). But it quickly came to its senses, and promised not to collect such data.
This "problem" is caused, again, by the architecture. You can't easily tell in cyberspace who's snooping what. And while the problem might be corrected by an architecture (a technology called P3P would help), here's a case where law would do well. If these data were deemed the property of the individual, then taking 
them without express permission would be theft.
In these contexts, and others, architectures will enable values from our tradition--or not. In each, there will be decisions about how best to build out the Internet's architecture consistent with those values, and how to integrate those architectures with law. The choice about code and law will be a choice about values.

MAKING CHOICES ABOUT VALUES
So should we have a role in choosing this code, if this code will choose our values? Should we care about how values emerge here?
In another time, this would have been an odd question. Self-government is all about tracking and modifying influences that affect fundamental values--or, as I described them at the start, regulations that affect liberty. In another time we would have said, "Obviously we should care. Obviously we should have a role."
But we live in an era fundamentally skeptical about self-government. Our age is obsessed with leaving things alone. Let the Internet develop as the coders would develop it, the common view has it. Keep government out.
This is an understandable view, given the character of our government's regulation. Given its flaws, it no doubt seems best simply to keep government away. But this is an indulgence that is dangerous at any time. It is particularly dangerous now.
Our choice is not between "regulation" and "no regulation." The code regulates. It implements values, or not. It enables freedoms, or disables them. It protects privacy, or promotes monitoring. People choose how the code does these things. People write the code. Thus the choice is not whether people will decide how 
cyberspace regulates. People--coders--will. The only choice is whether we collectively will have a role in their choice--and thus in determining how these values regulate--or whether collectively we will allow the coders to select our values for us.
For here's the obvious point: when government steps aside, it's not as if nothing takes its place. It's not as if private interests have no interests; as if private interests don't have ends that they will then pursue. To push the antigovernment button is not to teleport us to Eden. When the interests of government are gone, 
other interests take their place. Do we know what those interests are? And are we so certain they are anything better?
Our first response should be hesitation. It is proper to let the market develop first. But as the Constitution checks and limits what Congress does, so too should constitutional values check and limit what a market does. We should test both the laws of Congress and the product of a market against these values. We should 
interrogate the architecture of cyberspace as we interrogate the code of Congress.
Unless we do, or unless we learn how, the relevance of our constitutional tradition will fade. The importance of our commitment to fundamental values, through a self-consciously enacted constitution, will fade. We will miss the threat that this age presents to the liberties and values that we have inherited. The law of 
cyberspace will be how cyberspace codes it, but we will have lost our role in setting that law.
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Every age has its potential regulator, its threat to liberty. Our founders feared a newly empowered federal government; the Constitution is written against that fear. John Stuart Mill worried about the regulation by social norms in nineteenth-century England; his book On Liberty is written against that regulation. Many of the 
progressives in the twentieth century worried about the injustices of the market. The reforms of the market, and the safety nets that surround it, were erected in response.
Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see the threat to liberty that this regulation presents.
This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It determines whether access to information is general or whether 
information is zoned. It affects who sees what, or what is monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of cyberspace regulates.
This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place that makes anonymity harder, speech less free, and individual control 
the province of individual experts only.
My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in cyberspace--code--will displace them.

THE REGULATIONS OF CODE
The basic code of the Internet implements a set of protocols called TCP/IP. These protocols enable the exchange of data among interconnected networks. This exchange occurs without the networks knowing the content of the data, or without any true idea of who in real life the sender of a given bit of data is. This code is 
neutral about the data, and ignorant about the user.
These features of TCP/IP have consequences for the "regulability" of behavior on the Internet. They make regulating behavior difficult. To the extent that it is hard to identify who people are, it is harder to trace behavior back to a particular individual. And to the extent it is hard to identify what kind of data is being sent, it is 
harder to regulate the use of particular kinds of data. These architectural features of the Internet mean that governments are relatively disabled in their ability to regulate behavior on the Net.
In some contexts, for some, this unregulability is a virtue. This feature of the Net, for example, protects free speech. It codes a First Amendment into the architecture of cyberspace, because it makes it relatively hard for governments, or powerful institutions, to control who says what when. Information from Bosnia or East 
Timor can flow freely to the world because the Net makes it hard for governments in those countries to control how information flows. The Net makes it hard because its architecture makes it hard.
But in other contexts, in the view of others, this unregulability is not a virtue--take the German government confronted by Nazi speech, for example, or the U.S. government faced with child pornography. In these contexts, the architecture disables regulation as well. But in these contexts, unregulability is viewed as a vice.
And not just with Nazi speech and child porn. The most important contexts of regulation in the future will affect Internet commerce: where the architecture does not enable secure transactions; where it makes it very easy to hide the source of interference; where it facilitates the distribution of illegal copies of software and 
music. In these contexts, commerce at least will not view unregulability as a virtue; unregulability here will interfere with the ability of commerce to flourish.
So what can be done?
There are many who think that nothing can be done: that the unregulability of the Internet is fixed; that there is nothing we can do to change it; that it will, so long as it is the Internet, remain unregulable space. That its "nature" makes it so.
But no thought is more dangerous to the future of liberty in cyberspace than this faith in freedom guaranteed by the code. For the code is not fixed. The architecture of cyberspace is not given. Unregulability is a function of code, but the code can change. Other architectures can be layered onto the basic TCP/IP protocols, 
and these other architectures can make behavior on the Net fundamentally regulable. Commerce is building these other architectures; the government can help; the two together can transform the character of the Net. They can and they are.

OTHER ARCHITECTURES
What makes the net unregulable is that it is hard to tell who someone is, and hard to know the character of the content being delivered. Both of these features are now changing. Architectures for facilitating identification--or, more generally, for certifying facts about the user (that he is over 18; that he is a he; that he is an 
American; that he is a lawyer)--are emerging. Architectures for rating content (porn, hate speech, violent speech, political speech) have been described and are being implemented. Each is being developed without the mandate of government, and the two together could facilitate an extraordinary degree of control over 
behavior on the Net. The two together, that is, could flip the unregulability of the Net.
Could--depending upon how they are designed. Architectures are not binary. There is not simply a choice about implementing an identification architecture, or a rating architecture, or not. What the architecture enables, and how it limits its control, are choices. And depending upon these choices, much more than 
regulability will be at stake.
Consider identification, or certification, architectures first. We have many certification architectures in real space. The driver's license is a simple example. When the police stop you and demand your license, they are asking for a certain certification that you are licensed to drive. That certification includes your name, your 
sex, your age, where you live. It must include all that because there is no other simple way to link the license to the person. You must give up all these facts about yourself to certify that in fact you are the proper holder of the license.
But certification in cyberspace could be much more narrowly tailored. If a site required that only adults enter, you could--using certification technologies--certify that you were an adult, without also revealing who you were or where you came from. The technology could make it possible to selectively certify facts about you, 
while withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace even if it can't in real space.
Could--depending upon how it was designed. But there is no necessity that it will develop like this. There are other architectures developing--we could call them "one-card-shows all." In these architectures, there is no simple way to limit what gets revealed by a certificate. If a certificate holds your name, address, age, 
citizenship, and whether you are a lawyer, and if you need to certify that you are a lawyer, this architecture would certify not only that you are a lawyer--but also all the other facts about you that the certificate holds. Under this architecture, more is better. Nothing enables the individual to steer for less.
The difference between these designs is that one enables privacy in a way that the other does not. One codes privacy into an identification architecture by giving the user a simple choice about how much is revealed; the other is oblivious to that value.
Thus whether the certification architecture that emerges protects privacy depends upon the choices of those who code. Their choices depend upon the incentives they face. If protecting privacy is not an incentive--if the market has not sufficiently demanded it and if law has not, either--then this code will not provide it.
The example about identification is just one among many. Consider another, involving information privacy. RealJukebox is a technology for copying music from a CD to a computer, as well as for downloading music from the Net to store on a computer's hard drive. In October it was revealed that the system was a bit 
nosy--that it snooped the hard disk of the user and reported back to the company what it found. It did this secretly, of course; RealNetworks didn't tell anyone its product was collecting and reporting personal data. It just did. When this snooping was discovered, the company at first defended the practice (saying no data 
about individuals were actually stored). But it quickly came to its senses, and promised not to collect such data.
This "problem" is caused, again, by the architecture. You can't easily tell in cyberspace who's snooping what. And while the problem might be corrected by an architecture (a technology called P3P would help), here's a case where law would do well. If these data were deemed the property of the individual, then taking 
them without express permission would be theft.
In these contexts, and others, architectures will enable values from our tradition--or not. In each, there will be decisions about how best to build out the Internet's architecture consistent with those values, and how to integrate those architectures with law. The choice about code and law will be a choice about values.

MAKING CHOICES ABOUT VALUES
So should we have a role in choosing this code, if this code will choose our values? Should we care about how values emerge here?
In another time, this would have been an odd question. Self-government is all about tracking and modifying influences that affect fundamental values--or, as I described them at the start, regulations that affect liberty. In another time we would have said, "Obviously we should care. Obviously we should have a role."
But we live in an era fundamentally skeptical about self-government. Our age is obsessed with leaving things alone. Let the Internet develop as the coders would develop it, the common view has it. Keep government out.
This is an understandable view, given the character of our government's regulation. Given its flaws, it no doubt seems best simply to keep government away. But this is an indulgence that is dangerous at any time. It is particularly dangerous now.
Our choice is not between "regulation" and "no regulation." The code regulates. It implements values, or not. It enables freedoms, or disables them. It protects privacy, or promotes monitoring. People choose how the code does these things. People write the code. Thus the choice is not whether people will decide how 
cyberspace regulates. People--coders--will. The only choice is whether we collectively will have a role in their choice--and thus in determining how these values regulate--or whether collectively we will allow the coders to select our values for us.
For here's the obvious point: when government steps aside, it's not as if nothing takes its place. It's not as if private interests have no interests; as if private interests don't have ends that they will then pursue. To push the antigovernment button is not to teleport us to Eden. When the interests of government are gone, 
other interests take their place. Do we know what those interests are? And are we so certain they are anything better?
Our first response should be hesitation. It is proper to let the market develop first. But as the Constitution checks and limits what Congress does, so too should constitutional values check and limit what a market does. We should test both the laws of Congress and the product of a market against these values. We should 
interrogate the architecture of cyberspace as we interrogate the code of Congress.
Unless we do, or unless we learn how, the relevance of our constitutional tradition will fade. The importance of our commitment to fundamental values, through a self-consciously enacted constitution, will fade. We will miss the threat that this age presents to the liberties and values that we have inherited. The law of 
cyberspace will be how cyberspace codes it, but we will have lost our role in setting that law.
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Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see the threat to liberty that this regulation presents.
This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It determines whether access to information is general or whether 
information is zoned. It affects who sees what, or what is monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of cyberspace regulates.
This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place that makes anonymity harder, speech less free, and individual control 
the province of individual experts only.
My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in cyberspace--code--will displace them.

THE REGULATIONS OF CODE
The basic code of the Internet implements a set of protocols called TCP/IP. These protocols enable the exchange of data among interconnected networks. This exchange occurs without the networks knowing the content of the data, or without any true idea of who in real life the sender of a given bit of data is. This code is 
neutral about the data, and ignorant about the user.
These features of TCP/IP have consequences for the "regulability" of behavior on the Internet. They make regulating behavior difficult. To the extent that it is hard to identify who people are, it is harder to trace behavior back to a particular individual. And to the extent it is hard to identify what kind of data is being sent, it is 
harder to regulate the use of particular kinds of data. These architectural features of the Internet mean that governments are relatively disabled in their ability to regulate behavior on the Net.
In some contexts, for some, this unregulability is a virtue. This feature of the Net, for example, protects free speech. It codes a First Amendment into the architecture of cyberspace, because it makes it relatively hard for governments, or powerful institutions, to control who says what when. Information from Bosnia or East 
Timor can flow freely to the world because the Net makes it hard for governments in those countries to control how information flows. The Net makes it hard because its architecture makes it hard.
But in other contexts, in the view of others, this unregulability is not a virtue--take the German government confronted by Nazi speech, for example, or the U.S. government faced with child pornography. In these contexts, the architecture disables regulation as well. But in these contexts, unregulability is viewed as a vice.
And not just with Nazi speech and child porn. The most important contexts of regulation in the future will affect Internet commerce: where the architecture does not enable secure transactions; where it makes it very easy to hide the source of interference; where it facilitates the distribution of illegal copies of software and 
music. In these contexts, commerce at least will not view unregulability as a virtue; unregulability here will interfere with the ability of commerce to flourish.
So what can be done?
There are many who think that nothing can be done: that the unregulability of the Internet is fixed; that there is nothing we can do to change it; that it will, so long as it is the Internet, remain unregulable space. That its "nature" makes it so.
But no thought is more dangerous to the future of liberty in cyberspace than this faith in freedom guaranteed by the code. For the code is not fixed. The architecture of cyberspace is not given. Unregulability is a function of code, but the code can change. Other architectures can be layered onto the basic TCP/IP protocols, 
and these other architectures can make behavior on the Net fundamentally regulable. Commerce is building these other architectures; the government can help; the two together can transform the character of the Net. They can and they are.
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What makes the net unregulable is that it is hard to tell who someone is, and hard to know the character of the content being delivered. Both of these features are now changing. Architectures for facilitating identification--or, more generally, for certifying facts about the user (that he is over 18; that he is a he; that he is an 
American; that he is a lawyer)--are emerging. Architectures for rating content (porn, hate speech, violent speech, political speech) have been described and are being implemented. Each is being developed without the mandate of government, and the two together could facilitate an extraordinary degree of control over 
behavior on the Net. The two together, that is, could flip the unregulability of the Net.
Could--depending upon how they are designed. Architectures are not binary. There is not simply a choice about implementing an identification architecture, or a rating architecture, or not. What the architecture enables, and how it limits its control, are choices. And depending upon these choices, much more than 
regulability will be at stake.
Consider identification, or certification, architectures first. We have many certification architectures in real space. The driver's license is a simple example. When the police stop you and demand your license, they are asking for a certain certification that you are licensed to drive. That certification includes your name, your 
sex, your age, where you live. It must include all that because there is no other simple way to link the license to the person. You must give up all these facts about yourself to certify that in fact you are the proper holder of the license.
But certification in cyberspace could be much more narrowly tailored. If a site required that only adults enter, you could--using certification technologies--certify that you were an adult, without also revealing who you were or where you came from. The technology could make it possible to selectively certify facts about you, 
while withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace even if it can't in real space.
Could--depending upon how it was designed. But there is no necessity that it will develop like this. There are other architectures developing--we could call them "one-card-shows all." In these architectures, there is no simple way to limit what gets revealed by a certificate. If a certificate holds your name, address, age, 
citizenship, and whether you are a lawyer, and if you need to certify that you are a lawyer, this architecture would certify not only that you are a lawyer--but also all the other facts about you that the certificate holds. Under this architecture, more is better. Nothing enables the individual to steer for less.
The difference between these designs is that one enables privacy in a way that the other does not. One codes privacy into an identification architecture by giving the user a simple choice about how much is revealed; the other is oblivious to that value.
Thus whether the certification architecture that emerges protects privacy depends upon the choices of those who code. Their choices depend upon the incentives they face. If protecting privacy is not an incentive--if the market has not sufficiently demanded it and if law has not, either--then this code will not provide it.
The example about identification is just one among many. Consider another, involving information privacy. RealJukebox is a technology for copying music from a CD to a computer, as well as for downloading music from the Net to store on a computer's hard drive. In October it was revealed that the system was a bit 
nosy--that it snooped the hard disk of the user and reported back to the company what it found. It did this secretly, of course; RealNetworks didn't tell anyone its product was collecting and reporting personal data. It just did. When this snooping was discovered, the company at first defended the practice (saying no data 
about individuals were actually stored). But it quickly came to its senses, and promised not to collect such data.
This "problem" is caused, again, by the architecture. You can't easily tell in cyberspace who's snooping what. And while the problem might be corrected by an architecture (a technology called P3P would help), here's a case where law would do well. If these data were deemed the property of the individual, then taking 
them without express permission would be theft.
In these contexts, and others, architectures will enable values from our tradition--or not. In each, there will be decisions about how best to build out the Internet's architecture consistent with those values, and how to integrate those architectures with law. The choice about code and law will be a choice about values.

MAKING CHOICES ABOUT VALUES
So should we have a role in choosing this code, if this code will choose our values? Should we care about how values emerge here?
In another time, this would have been an odd question. Self-government is all about tracking and modifying influences that affect fundamental values--or, as I described them at the start, regulations that affect liberty. In another time we would have said, "Obviously we should care. Obviously we should have a role."
But we live in an era fundamentally skeptical about self-government. Our age is obsessed with leaving things alone. Let the Internet develop as the coders would develop it, the common view has it. Keep government out.
This is an understandable view, given the character of our government's regulation. Given its flaws, it no doubt seems best simply to keep government away. But this is an indulgence that is dangerous at any time. It is particularly dangerous now.
Our choice is not between "regulation" and "no regulation." The code regulates. It implements values, or not. It enables freedoms, or disables them. It protects privacy, or promotes monitoring. People choose how the code does these things. People write the code. Thus the choice is not whether people will decide how 
cyberspace regulates. People--coders--will. The only choice is whether we collectively will have a role in their choice--and thus in determining how these values regulate--or whether collectively we will allow the coders to select our values for us.
For here's the obvious point: when government steps aside, it's not as if nothing takes its place. It's not as if private interests have no interests; as if private interests don't have ends that they will then pursue. To push the antigovernment button is not to teleport us to Eden. When the interests of government are gone, 
other interests take their place. Do we know what those interests are? And are we so certain they are anything better?
Our first response should be hesitation. It is proper to let the market develop first. But as the Constitution checks and limits what Congress does, so too should constitutional values check and limit what a market does. We should test both the laws of Congress and the product of a market against these values. We should 
interrogate the architecture of cyberspace as we interrogate the code of Congress.
Unless we do, or unless we learn how, the relevance of our constitutional tradition will fade. The importance of our commitment to fundamental values, through a self-consciously enacted constitution, will fade. We will miss the threat that this age presents to the liberties and values that we have inherited. The law of 
cyberspace will be how cyberspace codes it, but we will have lost our role in setting that law.
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Code is Law. On Liberty in Cyberspace. 
by Lawrence Lessig 

Every age has its potential regulator, its threat to liberty. Our founders feared a newly empowered federal government; the Constitution is written against that fear. John Stuart Mill worried about the regulation by social norms in nineteenth-century England; his book On Liberty is written against that regulation. Many of the 
progressives in the twentieth century worried about the injustices of the market. The reforms of the market, and the safety nets that surround it, were erected in response.
Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see the threat to liberty that this regulation presents.
This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It determines whether access to information is general or whether 
information is zoned. It affects who sees what, or what is monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of cyberspace regulates.
This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place that makes anonymity harder, speech less free, and individual control 
the province of individual experts only.
My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in cyberspace--code--will displace them.

THE REGULATIONS OF CODE
The basic code of the Internet implements a set of protocols called TCP/IP. These protocols enable the exchange of data among interconnected networks. This exchange occurs without the networks knowing the content of the data, or without any true idea of who in real life the sender of a given bit of data is. This code is 
neutral about the data, and ignorant about the user.
These features of TCP/IP have consequences for the "regulability" of behavior on the Internet. They make regulating behavior difficult. To the extent that it is hard to identify who people are, it is harder to trace behavior back to a particular individual. And to the extent it is hard to identify what kind of data is being sent, it is 
harder to regulate the use of particular kinds of data. These architectural features of the Internet mean that governments are relatively disabled in their ability to regulate behavior on the Net.
In some contexts, for some, this unregulability is a virtue. This feature of the Net, for example, protects free speech. It codes a First Amendment into the architecture of cyberspace, because it makes it relatively hard for governments, or powerful institutions, to control who says what when. Information from Bosnia or East 
Timor can flow freely to the world because the Net makes it hard for governments in those countries to control how information flows. The Net makes it hard because its architecture makes it hard.
But in other contexts, in the view of others, this unregulability is not a virtue--take the German government confronted by Nazi speech, for example, or the U.S. government faced with child pornography. In these contexts, the architecture disables regulation as well. But in these contexts, unregulability is viewed as a vice.
And not just with Nazi speech and child porn. The most important contexts of regulation in the future will affect Internet commerce: where the architecture does not enable secure transactions; where it makes it very easy to hide the source of interference; where it facilitates the distribution of illegal copies of software and 
music. In these contexts, commerce at least will not view unregulability as a virtue; unregulability here will interfere with the ability of commerce to flourish.
So what can be done?
There are many who think that nothing can be done: that the unregulability of the Internet is fixed; that there is nothing we can do to change it; that it will, so long as it is the Internet, remain unregulable space. That its "nature" makes it so.
But no thought is more dangerous to the future of liberty in cyberspace than this faith in freedom guaranteed by the code. For the code is not fixed. The architecture of cyberspace is not given. Unregulability is a function of code, but the code can change. Other architectures can be layered onto the basic TCP/IP protocols, 
and these other architectures can make behavior on the Net fundamentally regulable. Commerce is building these other architectures; the government can help; the two together can transform the character of the Net. They can and they are.

OTHER ARCHITECTURES
What makes the net unregulable is that it is hard to tell who someone is, and hard to know the character of the content being delivered. Both of these features are now changing. Architectures for facilitating identification--or, more generally, for certifying facts about the user (that he is over 18; that he is a he; that he is an 
American; that he is a lawyer)--are emerging. Architectures for rating content (porn, hate speech, violent speech, political speech) have been described and are being implemented. Each is being developed without the mandate of government, and the two together could facilitate an extraordinary degree of control over 
behavior on the Net. The two together, that is, could flip the unregulability of the Net.
Could--depending upon how they are designed. Architectures are not binary. There is not simply a choice about implementing an identification architecture, or a rating architecture, or not. What the architecture enables, and how it limits its control, are choices. And depending upon these choices, much more than 
regulability will be at stake.
Consider identification, or certification, architectures first. We have many certification architectures in real space. The driver's license is a simple example. When the police stop you and demand your license, they are asking for a certain certification that you are licensed to drive. That certification includes your name, your 
sex, your age, where you live. It must include all that because there is no other simple way to link the license to the person. You must give up all these facts about yourself to certify that in fact you are the proper holder of the license.
But certification in cyberspace could be much more narrowly tailored. If a site required that only adults enter, you could--using certification technologies--certify that you were an adult, without also revealing who you were or where you came from. The technology could make it possible to selectively certify facts about you, 
while withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace even if it can't in real space.
Could--depending upon how it was designed. But there is no necessity that it will develop like this. There are other architectures developing--we could call them "one-card-shows all." In these architectures, there is no simple way to limit what gets revealed by a certificate. If a certificate holds your name, address, age, 
citizenship, and whether you are a lawyer, and if you need to certify that you are a lawyer, this architecture would certify not only that you are a lawyer--but also all the other facts about you that the certificate holds. Under this architecture, more is better. Nothing enables the individual to steer for less.
The difference between these designs is that one enables privacy in a way that the other does not. One codes privacy into an identification architecture by giving the user a simple choice about how much is revealed; the other is oblivious to that value.
Thus whether the certification architecture that emerges protects privacy depends upon the choices of those who code. Their choices depend upon the incentives they face. If protecting privacy is not an incentive--if the market has not sufficiently demanded it and if law has not, either--then this code will not provide it.
The example about identification is just one among many. Consider another, involving information privacy. RealJukebox is a technology for copying music from a CD to a computer, as well as for downloading music from the Net to store on a computer's hard drive. In October it was revealed that the system was a bit 
nosy--that it snooped the hard disk of the user and reported back to the company what it found. It did this secretly, of course; RealNetworks didn't tell anyone its product was collecting and reporting personal data. It just did. When this snooping was discovered, the company at first defended the practice (saying no data 
about individuals were actually stored). But it quickly came to its senses, and promised not to collect such data.
This "problem" is caused, again, by the architecture. You can't easily tell in cyberspace who's snooping what. And while the problem might be corrected by an architecture (a technology called P3P would help), here's a case where law would do well. If these data were deemed the property of the individual, then taking 
them without express permission would be theft.
In these contexts, and others, architectures will enable values from our tradition--or not. In each, there will be decisions about how best to build out the Internet's architecture consistent with those values, and how to integrate those architectures with law. The choice about code and law will be a choice about values.

MAKING CHOICES ABOUT VALUES
So should we have a role in choosing this code, if this code will choose our values? Should we care about how values emerge here?
In another time, this would have been an odd question. Self-government is all about tracking and modifying influences that affect fundamental values--or, as I described them at the start, regulations that affect liberty. In another time we would have said, "Obviously we should care. Obviously we should have a role."
But we live in an era fundamentally skeptical about self-government. Our age is obsessed with leaving things alone. Let the Internet develop as the coders would develop it, the common view has it. Keep government out.
This is an understandable view, given the character of our government's regulation. Given its flaws, it no doubt seems best simply to keep government away. But this is an indulgence that is dangerous at any time. It is particularly dangerous now.
Our choice is not between "regulation" and "no regulation." The code regulates. It implements values, or not. It enables freedoms, or disables them. It protects privacy, or promotes monitoring. People choose how the code does these things. People write the code. Thus the choice is not whether people will decide how 
cyberspace regulates. People--coders--will. The only choice is whether we collectively will have a role in their choice--and thus in determining how these values regulate--or whether collectively we will allow the coders to select our values for us.
For here's the obvious point: when government steps aside, it's not as if nothing takes its place. It's not as if private interests have no interests; as if private interests don't have ends that they will then pursue. To push the antigovernment button is not to teleport us to Eden. When the interests of government are gone, 
other interests take their place. Do we know what those interests are? And are we so certain they are anything better?
Our first response should be hesitation. It is proper to let the market develop first. But as the Constitution checks and limits what Congress does, so too should constitutional values check and limit what a market does. We should test both the laws of Congress and the product of a market against these values. We should 
interrogate the architecture of cyberspace as we interrogate the code of Congress.
Unless we do, or unless we learn how, the relevance of our constitutional tradition will fade. The importance of our commitment to fundamental values, through a self-consciously enacted constitution, will fade. We will miss the threat that this age presents to the liberties and values that we have inherited. The law of 
cyberspace will be how cyberspace codes it, but we will have lost our role in setting that law.
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Every age has its potential regulator, its threat to liberty. Our founders feared a newly empowered federal government; the Constitution is written against that fear. John Stuart Mill worried about the regulation by social norms in nineteenth-century England; his book On Liberty is written against that regulation. Many of the 
progressives in the twentieth century worried about the injustices of the market. The reforms of the market, and the safety nets that surround it, were erected in response.
Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see the threat to liberty that this regulation presents.
This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It determines whether access to information is general or whether 
information is zoned. It affects who sees what, or what is monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of cyberspace regulates.
This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place that makes anonymity harder, speech less free, and individual control 
the province of individual experts only.
My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in cyberspace--code--will displace them.

THE REGULATIONS OF CODE
The basic code of the Internet implements a set of protocols called TCP/IP. These protocols enable the exchange of data among interconnected networks. This exchange occurs without the networks knowing the content of the data, or without any true idea of who in real life the sender of a given bit of data is. This code is 
neutral about the data, and ignorant about the user.
These features of TCP/IP have consequences for the "regulability" of behavior on the Internet. They make regulating behavior difficult. To the extent that it is hard to identify who people are, it is harder to trace behavior back to a particular individual. And to the extent it is hard to identify what kind of data is being sent, it is 
harder to regulate the use of particular kinds of data. These architectural features of the Internet mean that governments are relatively disabled in their ability to regulate behavior on the Net.
In some contexts, for some, this unregulability is a virtue. This feature of the Net, for example, protects free speech. It codes a First Amendment into the architecture of cyberspace, because it makes it relatively hard for governments, or powerful institutions, to control who says what when. Information from Bosnia or East 
Timor can flow freely to the world because the Net makes it hard for governments in those countries to control how information flows. The Net makes it hard because its architecture makes it hard.
But in other contexts, in the view of others, this unregulability is not a virtue--take the German government confronted by Nazi speech, for example, or the U.S. government faced with child pornography. In these contexts, the architecture disables regulation as well. But in these contexts, unregulability is viewed as a vice.
And not just with Nazi speech and child porn. The most important contexts of regulation in the future will affect Internet commerce: where the architecture does not enable secure transactions; where it makes it very easy to hide the source of interference; where it facilitates the distribution of illegal copies of software and 
music. In these contexts, commerce at least will not view unregulability as a virtue; unregulability here will interfere with the ability of commerce to flourish.
So what can be done?
There are many who think that nothing can be done: that the unregulability of the Internet is fixed; that there is nothing we can do to change it; that it will, so long as it is the Internet, remain unregulable space. That its "nature" makes it so.
But no thought is more dangerous to the future of liberty in cyberspace than this faith in freedom guaranteed by the code. For the code is not fixed. The architecture of cyberspace is not given. Unregulability is a function of code, but the code can change. Other architectures can be layered onto the basic TCP/IP protocols, 
and these other architectures can make behavior on the Net fundamentally regulable. Commerce is building these other architectures; the government can help; the two together can transform the character of the Net. They can and they are.

OTHER ARCHITECTURES
What makes the net unregulable is that it is hard to tell who someone is, and hard to know the character of the content being delivered. Both of these features are now changing. Architectures for facilitating identification--or, more generally, for certifying facts about the user (that he is over 18; that he is a he; that he is an 
American; that he is a lawyer)--are emerging. Architectures for rating content (porn, hate speech, violent speech, political speech) have been described and are being implemented. Each is being developed without the mandate of government, and the two together could facilitate an extraordinary degree of control over 
behavior on the Net. The two together, that is, could flip the unregulability of the Net.
Could--depending upon how they are designed. Architectures are not binary. There is not simply a choice about implementing an identification architecture, or a rating architecture, or not. What the architecture enables, and how it limits its control, are choices. And depending upon these choices, much more than 
regulability will be at stake.
Consider identification, or certification, architectures first. We have many certification architectures in real space. The driver's license is a simple example. When the police stop you and demand your license, they are asking for a certain certification that you are licensed to drive. That certification includes your name, your 
sex, your age, where you live. It must include all that because there is no other simple way to link the license to the person. You must give up all these facts about yourself to certify that in fact you are the proper holder of the license.
But certification in cyberspace could be much more narrowly tailored. If a site required that only adults enter, you could--using certification technologies--certify that you were an adult, without also revealing who you were or where you came from. The technology could make it possible to selectively certify facts about you, 
while withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace even if it can't in real space.
Could--depending upon how it was designed. But there is no necessity that it will develop like this. There are other architectures developing--we could call them "one-card-shows all." In these architectures, there is no simple way to limit what gets revealed by a certificate. If a certificate holds your name, address, age, 
citizenship, and whether you are a lawyer, and if you need to certify that you are a lawyer, this architecture would certify not only that you are a lawyer--but also all the other facts about you that the certificate holds. Under this architecture, more is better. Nothing enables the individual to steer for less.
The difference between these designs is that one enables privacy in a way that the other does not. One codes privacy into an identification architecture by giving the user a simple choice about how much is revealed; the other is oblivious to that value.
Thus whether the certification architecture that emerges protects privacy depends upon the choices of those who code. Their choices depend upon the incentives they face. If protecting privacy is not an incentive--if the market has not sufficiently demanded it and if law has not, either--then this code will not provide it.
The example about identification is just one among many. Consider another, involving information privacy. RealJukebox is a technology for copying music from a CD to a computer, as well as for downloading music from the Net to store on a computer's hard drive. In October it was revealed that the system was a bit 
nosy--that it snooped the hard disk of the user and reported back to the company what it found. It did this secretly, of course; RealNetworks didn't tell anyone its product was collecting and reporting personal data. It just did. When this snooping was discovered, the company at first defended the practice (saying no data 
about individuals were actually stored). But it quickly came to its senses, and promised not to collect such data.
This "problem" is caused, again, by the architecture. You can't easily tell in cyberspace who's snooping what. And while the problem might be corrected by an architecture (a technology called P3P would help), here's a case where law would do well. If these data were deemed the property of the individual, then taking 
them without express permission would be theft.
In these contexts, and others, architectures will enable values from our tradition--or not. In each, there will be decisions about how best to build out the Internet's architecture consistent with those values, and how to integrate those architectures with law. The choice about code and law will be a choice about values.

MAKING CHOICES ABOUT VALUES
So should we have a role in choosing this code, if this code will choose our values? Should we care about how values emerge here?
In another time, this would have been an odd question. Self-government is all about tracking and modifying influences that affect fundamental values--or, as I described them at the start, regulations that affect liberty. In another time we would have said, "Obviously we should care. Obviously we should have a role."
But we live in an era fundamentally skeptical about self-government. Our age is obsessed with leaving things alone. Let the Internet develop as the coders would develop it, the common view has it. Keep government out.
This is an understandable view, given the character of our government's regulation. Given its flaws, it no doubt seems best simply to keep government away. But this is an indulgence that is dangerous at any time. It is particularly dangerous now.
Our choice is not between "regulation" and "no regulation." The code regulates. It implements values, or not. It enables freedoms, or disables them. It protects privacy, or promotes monitoring. People choose how the code does these things. People write the code. Thus the choice is not whether people will decide how 
cyberspace regulates. People--coders--will. The only choice is whether we collectively will have a role in their choice--and thus in determining how these values regulate--or whether collectively we will allow the coders to select our values for us.
For here's the obvious point: when government steps aside, it's not as if nothing takes its place. It's not as if private interests have no interests; as if private interests don't have ends that they will then pursue. To push the antigovernment button is not to teleport us to Eden. When the interests of government are gone, 
other interests take their place. Do we know what those interests are? And are we so certain they are anything better?
Our first response should be hesitation. It is proper to let the market develop first. But as the Constitution checks and limits what Congress does, so too should constitutional values check and limit what a market does. We should test both the laws of Congress and the product of a market against these values. We should 
interrogate the architecture of cyberspace as we interrogate the code of Congress.
Unless we do, or unless we learn how, the relevance of our constitutional tradition will fade. The importance of our commitment to fundamental values, through a self-consciously enacted constitution, will fade. We will miss the threat that this age presents to the liberties and values that we have inherited. The law of 
cyberspace will be how cyberspace codes it, but we will have lost our role in setting that law.
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Every age has its potential regulator, its threat to liberty. Our founders feared a newly empowered federal government; the Constitution is written against that fear. John Stuart Mill worried about the regulation by social norms in nineteenth-century England; his book On Liberty is written against that regulation. Many of the 
progressives in the twentieth century worried about the injustices of the market. The reforms of the market, and the safety nets that surround it, were erected in response.
Ours is the age of cyberspace. It, too, has a regulator. This regulator, too, threatens liberty. But so obsessed are we with the idea that liberty means "freedom from government" that we don't even see the regulation in this new space. We therefore don't see the threat to liberty that this regulation presents.
This regulator is code--the software and hardware that make cyberspace as it is. This code, or architecture, sets the terms on which life in cyberspace is experienced. It determines how easy it is to protect privacy, or how easy it is to censor speech. It determines whether access to information is general or whether 
information is zoned. It affects who sees what, or what is monitored. In a host of ways that one cannot begin to see unless one begins to understand the nature of this code, the code of cyberspace regulates.
This regulation is changing. The code of cyberspace is changing. And as this code changes, the character of cyberspace will change as well. Cyberspace will change from a place that protects anonymity, free speech, and individual control, to a place that makes anonymity harder, speech less free, and individual control 
the province of individual experts only.
My aim in this short essay is to give a sense of this regulation, and a sense of how it is changing. For unless we understand how cyberspace can embed, or displace, values from our constitutional tradition, we will lose control over those values. The law in cyberspace--code--will displace them.

THE REGULATIONS OF CODE
The basic code of the Internet implements a set of protocols called TCP/IP. These protocols enable the exchange of data among interconnected networks. This exchange occurs without the networks knowing the content of the data, or without any true idea of who in real life the sender of a given bit of data is. This code is 
neutral about the data, and ignorant about the user.
These features of TCP/IP have consequences for the "regulability" of behavior on the Internet. They make regulating behavior difficult. To the extent that it is hard to identify who people are, it is harder to trace behavior back to a particular individual. And to the extent it is hard to identify what kind of data is being sent, it is 
harder to regulate the use of particular kinds of data. These architectural features of the Internet mean that governments are relatively disabled in their ability to regulate behavior on the Net.
In some contexts, for some, this unregulability is a virtue. This feature of the Net, for example, protects free speech. It codes a First Amendment into the architecture of cyberspace, because it makes it relatively hard for governments, or powerful institutions, to control who says what when. Information from Bosnia or East 
Timor can flow freely to the world because the Net makes it hard for governments in those countries to control how information flows. The Net makes it hard because its architecture makes it hard.
But in other contexts, in the view of others, this unregulability is not a virtue--take the German government confronted by Nazi speech, for example, or the U.S. government faced with child pornography. In these contexts, the architecture disables regulation as well. But in these contexts, unregulability is viewed as a vice.
And not just with Nazi speech and child porn. The most important contexts of regulation in the future will affect Internet commerce: where the architecture does not enable secure transactions; where it makes it very easy to hide the source of interference; where it facilitates the distribution of illegal copies of software and 
music. In these contexts, commerce at least will not view unregulability as a virtue; unregulability here will interfere with the ability of commerce to flourish.
So what can be done?
There are many who think that nothing can be done: that the unregulability of the Internet is fixed; that there is nothing we can do to change it; that it will, so long as it is the Internet, remain unregulable space. That its "nature" makes it so.
But no thought is more dangerous to the future of liberty in cyberspace than this faith in freedom guaranteed by the code. For the code is not fixed. The architecture of cyberspace is not given. Unregulability is a function of code, but the code can change. Other architectures can be layered onto the basic TCP/IP protocols, 
and these other architectures can make behavior on the Net fundamentally regulable. Commerce is building these other architectures; the government can help; the two together can transform the character of the Net. They can and they are.

OTHER ARCHITECTURES
What makes the net unregulable is that it is hard to tell who someone is, and hard to know the character of the content being delivered. Both of these features are now changing. Architectures for facilitating identification--or, more generally, for certifying facts about the user (that he is over 18; that he is a he; that he is an 
American; that he is a lawyer)--are emerging. Architectures for rating content (porn, hate speech, violent speech, political speech) have been described and are being implemented. Each is being developed without the mandate of government, and the two together could facilitate an extraordinary degree of control over 
behavior on the Net. The two together, that is, could flip the unregulability of the Net.
Could--depending upon how they are designed. Architectures are not binary. There is not simply a choice about implementing an identification architecture, or a rating architecture, or not. What the architecture enables, and how it limits its control, are choices. And depending upon these choices, much more than 
regulability will be at stake.
Consider identification, or certification, architectures first. We have many certification architectures in real space. The driver's license is a simple example. When the police stop you and demand your license, they are asking for a certain certification that you are licensed to drive. That certification includes your name, your 
sex, your age, where you live. It must include all that because there is no other simple way to link the license to the person. You must give up all these facts about yourself to certify that in fact you are the proper holder of the license.
But certification in cyberspace could be much more narrowly tailored. If a site required that only adults enter, you could--using certification technologies--certify that you were an adult, without also revealing who you were or where you came from. The technology could make it possible to selectively certify facts about you, 
while withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace even if it can't in real space.
Could--depending upon how it was designed. But there is no necessity that it will develop like this. There are other architectures developing--we could call them "one-card-shows all." In these architectures, there is no simple way to limit what gets revealed by a certificate. If a certificate holds your name, address, age, 
citizenship, and whether you are a lawyer, and if you need to certify that you are a lawyer, this architecture would certify not only that you are a lawyer--but also all the other facts about you that the certificate holds. Under this architecture, more is better. Nothing enables the individual to steer for less.
The difference between these designs is that one enables privacy in a way that the other does not. One codes privacy into an identification architecture by giving the user a simple choice about how much is revealed; the other is oblivious to that value.
Thus whether the certification architecture that emerges protects privacy depends upon the choices of those who code. Their choices depend upon the incentives they face. If protecting privacy is not an incentive--if the market has not sufficiently demanded it and if law has not, either--then this code will not provide it.
The example about identification is just one among many. Consider another, involving information privacy. RealJukebox is a technology for copying music from a CD to a computer, as well as for downloading music from the Net to store on a computer's hard drive. In October it was revealed that the system was a bit 
nosy--that it snooped the hard disk of the user and reported back to the company what it found. It did this secretly, of course; RealNetworks didn't tell anyone its product was collecting and reporting personal data. It just did. When this snooping was discovered, the company at first defended the practice (saying no data 
about individuals were actually stored). But it quickly came to its senses, and promised not to collect such data.
This "problem" is caused, again, by the architecture. You can't easily tell in cyberspace who's snooping what. And while the problem might be corrected by an architecture (a technology called P3P would help), here's a case where law would do well. If these data were deemed the property of the individual, then taking 
them without express permission would be theft.
In these contexts, and others, architectures will enable values from our tradition--or not. In each, there will be decisions about how best to build out the Internet's architecture consistent with those values, and how to integrate those architectures with law. The choice about code and law will be a choice about values.

MAKING CHOICES ABOUT VALUES
So should we have a role in choosing this code, if this code will choose our values? Should we care about how values emerge here?
In another time, this would have been an odd question. Self-government is all about tracking and modifying influences that affect fundamental values--or, as I described them at the start, regulations that affect liberty. In another time we would have said, "Obviously we should care. Obviously we should have a role."
But we live in an era fundamentally skeptical about self-government. Our age is obsessed with leaving things alone. Let the Internet develop as the coders would develop it, the common view has it. Keep government out.
This is an understandable view, given the character of our government's regulation. Given its flaws, it no doubt seems best simply to keep government away. But this is an indulgence that is dangerous at any time. It is particularly dangerous now.
Our choice is not between "regulation" and "no regulation." The code regulates. It implements values, or not. It enables freedoms, or disables them. It protects privacy, or promotes monitoring. People choose how the code does these things. People write the code. Thus the choice is not whether people will decide how 
cyberspace regulates. People--coders--will. The only choice is whether we collectively will have a role in their choice--and thus in determining how these values regulate--or whether collectively we will allow the coders to select our values for us.
For here's the obvious point: when government steps aside, it's not as if nothing takes its place. It's not as if private interests have no interests; as if private interests don't have ends that they will then pursue. To push the antigovernment button is not to teleport us to Eden. When the interests of government are gone, 
other interests take their place. Do we know what those interests are? And are we so certain they are anything better?
Our first response should be hesitation. It is proper to let the market develop first. But as the Constitution checks and limits what Congress does, so too should constitutional values check and limit what a market does. We should test both the laws of Congress and the product of a market against these values. We should 
interrogate the architecture of cyberspace as we interrogate the code of Congress.
Unless we do, or unless we learn how, the relevance of our constitutional tradition will fade. The importance of our commitment to fundamental values, through a self-consciously enacted constitution, will fade. We will miss the threat that this age presents to the liberties and values that we have inherited. The law of 
cyberspace will be how cyberspace codes it, but we will have lost our role in setting that law.

Harvard Magazine, January 1, 2000
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Every age has its potential regulator, its threat to liberty.

Ours is the age of cyberspace. It, too, has a regulator.

This regulator is code. 

It determines how easy it is to protect privacy, or how easy it is to censor speech.

It affects who sees what, or what is monitored.

The code of cyberspace is changing.

For the code is not fixed, the architecture of cyberspace is not given.

Commerce is building these other architectures; the government can help.

The two together can transform the character of the Net.

They can and they are.

We have many certification architectures in real space.

But certification in cyberspace could be much more narrowly tailored.

So should we have a role in choosing this code, if this code will choose our values?

The choice is not whether people will decide how cyberspace regulates. People—coders—will.

When government steps aside, it's not as if nothing takes its place.

It's not as if private interests have no interests.

To push the antigovernment button is not to teleport us to Eden.

When the interests of government are gone, other interests take their place.

Do we know what those interests are?

We should interrogate the architecture of cyberspace as we interrogate the code of Congress.
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Code is Law 

by Laurence Lessig 
Harvard Magazine, January 1, 2000
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To push the antigovernment button is not to teleport us to Eden.

When the interests of government are gone, other interests take their place.

Do we know what those interests are?

The law of cyberspace will be how cyberspace codes it.

Cofondateur de l’association Creative Commons (2001)
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Exemple 
PageRank 
• Brevet (Lawrence Page / Stanford), le 9 janvier 1998. 

• Inspiré de la scientométrie : « Intuitively, a document should be important (regardless of its 
content) if it is highly cited by other documents ». 

• "PageRank est un champion de la démocratie [...] : tout lien pointant de la page A à la 
page B est considéré comme un vote de la page A en faveur de la page B », google.com  
(why use), 27/11/2001 

• Ce qui est original, ce n’est pas d’utiliser les liens hypertextes, mais de le faire de manière 
récursives, et de les considérer comme des votes : « la réputation se mérite ou s’achète ». 

• PageRank n’a pourtant rien de démocratique, puisqu’il accorde une poids différentiel au 
vote selon la popularité. 

• PageRank n’est plus explicite. Il repose sur des critères très nombreux et a une incidence 
considérable sur la hiérarchie de l’information

Lawrence Page, Patent US6285999, Method for node ranking in a linked database, 9 janvier 1998 

google.stanford.edu,1997
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Lawrence Page, Patent US6285999, Method for node ranking in a linked database, 9 janvier 1998 

Exemple 
PageRank 
• Google intervient finalement sur : 

• les termes antisémites et l’incitation à la haine raciale. 
• la pédopornographie. 
• l’apologie du terrorisme. 
• les contenus protégés par la propriété intellectuelle. 
• la diffamation 
• le droit à l’oubli 
• le google bombing et le spamdexing (blacklist de bmw.de en 2006). 
• le référencement de Wikipédia.  
• les contenus jugés de mauvaise qualité par Google. 
• les sites non responsive et non adaptés aux mobiles. 
• l’individualisation des résultats selon : 
• la géolocalisation. 
• le moment de la journée. 
• l’historique des recherches. 
• l’historique de navigation. 
• …
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Susan Moskwa (Google), Webmaster Central Help Forum, 
https://productforums.google.com/forum/?hl=en#!category-topic/webmasters/webmaster-tools/29GtmYDt8L0, 

14 octobre 2009 

Et… 
• Ambiguïté entre l’algorithme et le classement des pages. 

• PageRank n'est pas l'algorithme de Google pour classer les résultats, mais l’un des calculs de « l’autorité » des pages !
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Internet, technique spatiale, nouvel espace 
Changer l’espace, changer la société ? 
➜ Les utopies d’Internet
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